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Abstract. The article is devoted to the study of the theoretical foundations of military 
criminalistics in modern conditions of wartime and global threats. The genesis and his‑
torical origins of the emergence, development and formation of military criminalistics 
have been studied. The object, subject, system and tasks of military criminalistics as 
a strategic direction of the development of criminalistics are defined. The historical ori‑
gins, the main stages of the formation and development of military criminalistics in to‑
day’s realities are defined and analyzed, and promising directions of its scientific research 
are outlined. It is justified that the content of the scientific concept of military criminalis‑
tics should include ideas and theoretical propositions about the object of research, the 
knowledge system, the content of its individual elements, the place in the system of scien‑
tific knowledge, the importance for the theory and practice of investigative work, the tasks 
of further scientific research. In the conditions of the war in Ukraine and large-scale ag‑
gression by the Russian Federation, the relevance of the formation of a new scientific 
criminalistic direction, a new field of forensic science – military criminalistics has been 
proven. The emergence and formation of new areas of criminalistics, which are due to 
scientific and technical progress, the introduction of the latest technologies, the need to 
detect specific traces and collect evidence (genomic, digital, nuclear, etc.) are substanti‑
ated. It is noted that it is important to take into account the modern trends in the develop‑
ment of criminalistics related to the formation of its separate branches: medical, genoto‑
scopic, military, digital, aerospace and nuclear criminalistics. Among them, the study of 
military criminalistics is of particular importance. It is justified that the further develop‑
ment and formation of military criminalistics today is a  strategic direction of modern 
criminalistics. One of the main tasks of military criminalistics is the development, forma‑
tion and application of a system of means, methods, techniques and measures of forensic 
protection against the commission of such crimes. Such support should have a compre‑
hensive nature and cover theoretical-methodological, technical-criminalistic, tactical-
organizational and methodical- criminalistic areas of search. The problems of the forma‑
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tion of the European vector of military criminalistics and the issue of the integration of 
forensic knowledge into a single European criminalistic space are analyzed. It is indi‑
cated that today the scientific prerequisites for the formation of the theoretical founda‑
tions of military criminalistics as a new scientific direction in the criminalistic doctrine 
have been created.

Keywords: war crimes; criminalistic knowledge; forensic examination; Artificial In‑
telligence; criminalistic countermeasures; military criminalistics; digital technologies; 
criminalistics; investigation methodics; criminalistic innovations.

Introduction. The full-scale invasion 
of the Russian occupation forces on the 
territory of Ukraine on February 24, 
2022 and the introduction of martial 
law in Ukraine had a significant impact 
on all spheres of society, including the 
criminal justice system. In such wartime 
conditions, legal science faced new 
challenges, threats and tasks, which, in 
turn, require the use of new approaches 
to solve them1. In such a situation, the 
tendency to strengthen the practical 
orientation of forensic developments, 
innovative products, their pragmatic 
orientation to solving practical tasks 
in conditions of war and global threats 
becomes particularly relevant2. 

1  Konovalova, V. О., & Shevchuk, V. M. 
(2022). Modern criminalistics in the conditions 
of war: problems of adaptation and reload.  
Modern research in world science: Procee-
dings of the 5th International scientific and  
practical conference (August  7–9, 2022). 
SPC-Sci-conf.com.ua. Lviv, Ukraine, 896–903.

2  Shevchuk, V. M. (2023). Tasks of criminal-
istics in the conditions of military threats and 
digital technologies. Criminalistics and forensic 
expertology: science, studies, practice 19 (com-
piler Gabriele Juodkaite-Granskiene; scientific-
editorial committee: Henryk Malewski (chair-
man) and others| Forensic Science Centre of 
Lithuania, Criminalists’ association of Lithua-
nia. Vilnius, Brno, 81–88.

The crimes committed by the 
military of the Russian Federation on the 
territory of Ukraine are extremely large-
scale, and their fixation, documentation 
and investigation require the study 
of a  significant mass of evidentiary 
information, the involvement of experts, 
specialists and the conduct of a huge 
number of forensic examinations3. On 
the territory of Ukraine, the Russian 
military commits mass murders of 
civilians, destruction of infrastructure 
and citizens’ homes, rape of women 
and children, looting, which require 
documentation, effective investigation, 
trial and criminal prosecution of the guilty 
parties4. The realities of today determine 
the modern trends in the development of 
legal science, including criminalistics 
in terms of the formation of promising 

3  Dufenyuk, O. M. (2022). Investigation of 
war crimes in Ukraine: challenges, standards, 
innovations. Baltic Journal of Legal and Social 
Sciences, 1, 46–56. DOI https://doi.org/10.30525/ 
2592‑8813‑2022‑1‑6

4  Shevchuk, V. (2024). Criminalistic means, 
methods and technologies of combating crimes 
in the field of national security in the context of 
european integration. Legal support of Euro‑
pean integration: general legal and sectoral 
aspect: Scientific monograph. Riga, Latvia: 
“Baltija Publishing”, 582–604. 
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innovative directions for the application 
of criminological knowledge.

Under such conditions, today’s 
challenges and threats necessitate the 
formation and introduction of innovative 
approaches in criminalistic protection 
against war crimes and military 
criminal offenses in modern realities. 
Such challenges today determine the 
modern trends in the development of 
criminalistic, which is at the forefront 
of the fight against crime1. At the same 
time, it is important to take into account 
that criminalistics in Ukraine has chosen 
a  European vector of development, 
therefore European approaches are 
found in various areas of criminalistics, 
including in the application of standards 
of evidence during criminal proceedings2. 

Therefore, today the issue of 
increasing the role of criminalistics 
in the formation of the evidence base 
for the investigation of war crimes 
committed by the Russian military in 
Ukraine is quite acute. In such wartime 
conditions, the problems of forensic 
investigation of war crimes during the 
war, taking into account the international 
standards of investigation, evidence and 
trial, and the modern realities of the 
significant spread of digital technologies 

1  Gres, Yu. (2024). Modern trends in forensic 
methods of investigating criminal offenses. Sci‑
entific innovations and advanced technologies, 
4(32), 375–385.

2  Shepitko, V. Yu. (2021). The formation of 
the doctrine of criminalistics and forensic ex-
amination in Ukraine is the way to a unified 
European forensic space. Law of Ukraine. 2022, 
2, 83.

in investigative, judicial and expert 
activities, become especially relevant 
and important. In fact, it is possible to 
state the formation and development of 
a new scientific criminalistic direction – 
Мilitary Criminalistics3, which today, 
in the realities of wartime, represents 
a strategic direction for the development 
of criminalistic science and determines 
the need and prospects for conducting 
modern criminalistic research.

Materials and methods research. 
To study the theoretical foundations of 
military criminalistics and the problems 
of forming new tasks of criminalistics 
in the conditions of a military threat, 
a complex of scientific methods was 
used and the modern practice of their 
application was analyzed. Philosophical 
approaches, general scientific and 
special scientific methods of scientific 
knowledge, as well as scientific 
provisions of the general theory of 
criminalistics were applied in the process 
of scientific research. In addition, the 
dialectical method was applied, which 
was used at all stages of the research 
in order to clarify the essence of such 
criminalistic categories as military 
criminalistics, tasks of criminalistics 
in wartime, war crimes investigation, 
digital technologies and artificial 
intelligence in pretrial investigation 

3  Shevchuk, V. M. (2023). Problems of the 
formation of military criminalistics and its role 
in modern conditions. Military offences and war 
crimes: background, theory and practice: col-
lective monograph. Ed. by V. M. Stratonov. 
Riga, Latvia: «Baltija Publishing», 801–805.
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of crimes and prison conditions in 
Ukraine, etc. To study and form the 
main concepts of the concept of military 
criminalistics, the general and universal 
dialectical technique of the descent from 
the abstract to the concrete and from 
the concrete to the abstract was used, 
and their role in the formation of such 
criminalistic categories and concepts was 
considered. The research widely used 
the categories and techniques of formal 
logic: concepts, definitions, proof and 
refutation, judgment, analysis, synthesis, 
comparison, generalization, etc. Other 
methods, traditional for criminalistics 
and jurisprudence, were also used for 
the development and research of this 
issue. Taking into account conceptual 
provisions and various aspects in the 
formation of a scientific understanding of 
the problems of military criminalistics as 
a strategic direction of the development 
of criminalistics under martial law 
should be based on system-structural, 
technological, activity, and functional 
approaches. Such approaches are 
a methodological basis for the study of 
directions, tasks of criminalistics and 
revision of the modern paradigm of 
criminalistic science in order to bring it 
into line with the modern requirements 
of the practice of confrontation in the 
conditions of military threats and digital 
technologies in today’s reality.

Results and discussion. In the 
conditions of full-scale military 
aggression by the Russian Federation 
on the territory of Ukraine, the problems 

of adapting and modernizing the tasks 
of criminalistics to the requirements 
of modern practice and solving all 
the problems facing criminalistic 
science and criminal justice bodies are 
becoming quite urgent today. Under 
such circumstances, criminalistics is 
now being rebooted1, primarily related to 
the emergence of new challenges to the 
criminal justice system and the need to 
solve the primary tasks in the conditions 
of military operations on the territory of 
Ukraine, the formation of criminalistics 
knowledge. All this necessitates the 
development and formation of military 
criminalistics as a strategic direction in 
the development of modern criminalistic 
science.

Genesis and historical origins of the 
emergence, development and forma-
tion of military criminalistics

History and practice show that the 
formation, development and formation 
of criminalistic science and military 
criminalistics are closely related to 
the name of the outstanding Austrian 
cr iminal is t ic  scient is t ,  forensic 
investigator, doctor of law, Prof. Hans 
Gustav Adolf Gross (1847–1915)2 – 

1  Shevchuk, V. M. (2022). Rebooting foren-
sics in wartime: problems, tasks, prospects. Is-
sues of documentation, determination of damage 
and compensation for losses caused to Ukraine 
and its citizens as a result of the armed aggres-
sion of the Russian Federation: theses of the 
scientific-practical conference (Kharkiv, June 
22, 2022). Kharkiv: Yaroslav the Wise National 
University of Law, 40–47.

2  Mühlbacher, T. (2019). Elementary, my 
Dear Holmеs! Hans Gross, Father of Criminal-
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one of the founders, founders of the 
science of criminalistics – «science for 
forensic investigators». The main idea 
of H. Gross in creating a new science 
of «criminalistics» was to use the latest 
achievements of science and technology 
in the fight against crime, to apply the 
data of natural and technical sciences to 
the tasks of uncovering and investigat-
ing crimes. 

It is believed that for the first time 
the term «criminalistics» to denote the 
science of solving crimes was proposed 
by Hans Gross in 1893, who collected 
scattered information and combined it 
into a single whole in a work entitled 
«Manual for forensic investigators, po-
licemen, gendarmes, etc. «Handbuch fur 
Untersuchungsrichter, Polizeibeamte, 
Gendarmen u. s. w. Graz», and then 
republished several times in different 
languages1. The third edition of this 
manuscript was named by Hans Gross 
«Handbuch für Untersuchungsrichter als 
System der Kriminalistik» (Manual for 
Forensic Investigators as a Forensic Sci-
ence System)2. This fundamental work 
became the first textbook on criminalis-
tics – the new science of crime detection, 
a kind of practical guide in the work of 
an investigator. Even today, this work 

istics, and Arthur Conan Doyle. A First Printed 
Criminalist. № 18, р. 11–23.

1  Gross, H. (1893). Handbuch fur Untersuc-
hungsrichter, Polizeibeamte, Gendarmen u. s. w. 
Graz, 1893. VIII. 620 s.

2  Hans Gross. (1899). Hanbbuch für Unter-
suchungsrichter als System der Kriminalistik. 
3., Verm. Aufl. Graz: Leuschner & Lubensky, 
1899. XIV, 813 S.

does not lose its relevance, it has been 
translated into almost all European lan-
guages, and it continues to be published3. 

The formation and professional de-
velopment of H. Gros as a forensic in-
vestigator, scientist, and practice has its 
origins and roots primarily connected 
with military service and his acquisi-
tion of significant practical experience 
as a military investigator. It is known 
that in 1878, after the announcement of 
mobilization in connection with mili-
tary operations in the border areas of the 
Austrian Empire, H. Gros went to serve 
in the army. For three years in a row, 
from 1878 to 1881, Hans Gross served as 
a military investigator on the territory of 
Bosnia, which was occupied by Austria-
Hungary4. He studies Serbian, Croatian, 
and Russian languages and gains practi-
cal experience in investigative work5. 

Hans Gross is rightfully considered 
not only the “Father of criminalistics”, 
the author of the term “criminalistics”, 
but also one of the founders and found-
ers of criminalistic science and military 

3  Hans Gross. (2021). Podręcznik dla 
sędziego śledczego jako system kryminalistyki: 
Opracowanie i przeklad / Kasprzak Jerzy. 
Warszawa: Difin, 2021. 561 s.

4  Kaiser, N. (2022). Hans Gross und der 
Kriminaldienst. Zur Bedeutung der kriminalis-
tischen Aus- und Fortbildung damals wie heute. 
SIAKJournal, 2, 82–97.

5  Shevchuk, V. M., & Konovalova, V. О. 
(2022). The scientific legacy of Hans Gross and 
its inf luence on the modern development of 
criminalistics. Scientific readings in memory of 
Hans Gross: international scientific-practical 
conference (Chernivtsi, 09.12. 2022). Chernivt‑
si National University named after Yuriy Fed‑
kovych, 17–22.
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criminalistics. It is obvious that the 
scientific works of Hans Gross and, in 
particular, the fundamental work “Man-
ual (guide) for forensic investigators as 
a system of criminalistics”1, and today it 
is a kind of reference point and practical 
advisor for investigators, prosecutors, 
courts, which determines the possibili-
ties of applying criminalistic knowledge 
in practice2. 

In this sense, V. V. rightly remarks. 
Yusupov, that the experience of Hans 
Gross, gained during his army service 
and work as a military investigator during 
1878–1881, had a significant impact on 
the formation of knowledge and special 
skills in the investigation of criminal of-
fenses of the founder of the new science 
of “Criminal Sciences”3. In his “Manuals 
(guides) for forensic investigators” of 
different years, Hans Gross described 
weapons as instruments of crime; per-
sons who possessed special knowledge 
of firearms. He devoted a separate chap-
ter to information about weapons, lay-
ing the foundation for the formation of 
forensic weapons science. He described 
in detail firearms and cold weapons, am-

1  Gross, G. (2021). Guide for forensic inves-
tigators as a system of criminalistics. Kyiv: 
“Center for Educational Literature”, 2021. 

2  Kasprzak, Je., & Jusupow, W. (2021). Hans 
Gross – postać znana i nieznana. Studia Praw‑
noustrojowe. Olsztyn, Polska, 51, 39–56.

3  Yusupov, V. V. (2022). The use of the expe-
rience of his own military service in the scien-
tific works of Hans Gross: a historical review 
and an example for modern conditions. Scien-
tific readings in memory of Hans Gross: int. 
scientific-practical conf. (Chernivtsi, 09.12. 
2022). Chernivtsi National University named 
after Yuriy Fedkovych, 50–54.

munition. The contemporary approach to 
the classification of firearms and edged 
weapons is interesting, in particular, the 
types of firearms considered to be: rifles, 
pistols, revolvers. Considerable atten-
tion was paid to the division of rifles, as 
the most frequent tools of crime, into: 
shotguns for shooting pellets; guns for 
shooting a bullet. These guns were also 
classified by the number of barrels, the 
quality of materials, and the design of 
the fuse. Cold weapons were divided 
into swords, knives, and spears. These 
publications describe the way weapons 
are used, their range, the combat effec-
tiveness of firearms and other important 
issues of forensic ballistics4.

In this regard, a rather interesting ex-
ample in the history of criminalistics re-
garding the collection of evidence in the 
difficult conditions of war is the activity 
of the famous German and Swiss crimi-
nologist Prof. Doctor of Chemical Sci-
ences Rudolph Archibald Reiss (1875-
1929). In 1914, he arrived in Serbia at the 
invitation of its government as an expert 
to investigate the crimes of the Hungar-
ian, German and Bulgarian armies in 
the First World War. In this regard, his 
two works are of certain scientific and 
practical interest, which are presented 
in the form of peculiar reports, conclu-
sions and reports, which were a special 
forensic investigation of the facts that 
took place during the First World War, 
and their materials became the basis 

4  Hans Gross. (1899). Hanbbuch für Unter-
suchungsrichter als System der Kriminalistik. 
3., Verm. Aufl. Graz: Leuschner & Lubensky, 
1899. XIV.
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for condemnation of the actions of the 
Austro-Hungarian, German and Bulgar-
ian armies during the First World War. 
These documents were illustrated with 
photographs, witness statements and ex-
pert research. Rudolf Reiss published in 
1916 «Report upon atrocities committed 
by the Austro-Hungarian army during 
the First invasion of Serbia» (London, 
1916)1. 

In addition, in 1918 another work by 
Rudolf Reiss was published, which was 
dedicated to the events of the First World 
War «Les infractions aux lois et conven-
tions de la guerre commises par les ene-
mies de la Serbie depuis la retraite Serbe 
de 1915. Resume de l`enquete execute 
sur le front de Macedoine» (Paris, 1918). 
The materials collected by RA Reiss be-
came the evidence base for condemn-
ing the actions of the Austro-Hungarian, 
German and Bulgarian armies during 
the First World War and were used to 
condemn the crimes committed during 
that war2. In today’s realities, it can be 
seen that the practice of applying crimi-
nalistic knowledge to gather evidentiary 
information during war is quite relevant 
and important 3. 

1  Reiss, R. A. (1916). Report upon atrocities 
committed by the Austro-Hungarian army dur-
ing the First invasion of Serbia. London: Simp-
kin, Marshall, Hamilton, Kent. 

2  Shepitko, V. (2018). Criminalistics as a sys-
tem of scientific knowledge in conditions of 
global threats and crime transformation. Theory 
and Practice of Forensic Science and Criminal‑
istics. Kharkiv «Pravo», 18, р. 9.

3  Shevchuk, V. (2022). Current Issues of 
Criminalistics in Context of War and Global 
Threats. Theory and Practice of Forensic Sci-

The scientific foundations of mili-
tary criminalistics were formed both 
during and after the Second World War. 
In this regard, the Nuremberg trial was 
particularly revealing – the trial of the 
main Hitler war criminals, which took 
place in Nuremberg (Germany) from No-
vember 20, 1945 to October 1, 1946 at 
the International Tribunal4. It is known 
that during the Nuremberg Trials, nu-
merous physical and digital evidences, 
including numerous photo documents 
and video footage of military journal-
ists, were presented in court as sources 
of evidence5. Therefore, international 
experience should be taken into account 
in order to work with the evidence base 
of war crimes 6.

Almost fifty years later, the next gen-
eration of international ad hoc criminal 
tribunals appeared, related to armed con-
flicts in the Balkans (1993) and Rwanda 
(1994). Digital technologies continued 
their development, which made it pos-
sible to carry out more accurate and clear 
anthropological studies, DNA examina-

ence and Criminalistics, 28(3), 11–27. Retrieved 
from https://khrife-journal.org/index.php/jour-
nal/article/view/529 

4  Ivanov, V. M. (2015). The Nuremberg Tri-
als: Historical and Legal Significance (to the 
70‑th Anniversary of the International Military 
Tribunal). Journal of the Kyiv University of Law, 
3, 24–28. 

5  Dufenyuk, O. M. (2022). Investigation of 
war crimes in Ukraine: challenges, standards, 
innovations. Baltic Journal of Legal and Social 
Sc ie nce s ,  1,  46 –56.  DOI  ht t p s: //doi .
org/10.30525/2592‑8813‑2022‑1‑6

6  Roland, P. (2020). The Nuremberg Trials: 
The Nazis and Their Crimes Against. London: 
Arcturus Publishing Limited.
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tions, use means of remote intelligence 
collection, interception of radio broad-
casts. The resolution of digital satel-
lite photos became significantly better, 
which made it possible, for example, 
to determine the location of forces and 
assets, to identify “mass graves”, to com-
pare places before and after hostilities. 
It seems that in this way the prosecutors 
managed to prove war crimes in Srebren-
ica1. This is a small town in the east of 
Bosnia and Herzegovina. The Srebrenica 
Massacre went down in history as one of 
the largest war crimes in modern Euro-
pean history, committed during the Bos-
nian War in July 1995, which consisted 
of the planned mass murder by Bosnian 
Serbs of about 8,000 Bosnian Muslim 
males between the ages of 12 and 77. 
Completed proceedings in international 
courts proved that the massacre in Sre-
brenica was not a spontaneous phenom-
enon, but was planned and carried out 
in advance. The Hague Tribunal for the 
former Yugoslavia recognized the mas-
sacre in Srebrenica as genocide. 

As we can see, a huge array of vari-
ous forensically significant information, 
including in the field of knowledge of 
military criminalistics, requires a con-
stant search and formation of new ap-
proaches to the detection and collection 
of evidence of war crimes. Among them, 
the use of artificial intelligence technolo-

1  Freeman, L. (2018). Digital Evidence and 
War Crimes Prosecutions: The Impact of Digital 
Technologies on International Criminal Inves-
tigations and Trials. Fordham International Law 
Journal, 41(2), 284–336.

gies, in particular digital criminalistics 
and military criminalistics tools, is of 
particular importance.

The military aggression of the RF 
and the full-scale invasion of the Rus-
sian occupying forces on the territory of 
Ukraine on February 24, 2022 had a sig-
nificant impact on the transformation of 
crime in Ukraine and on changing the 
priorities of forensics tasks and the pe-
culiarities of the formation and applica-
tion of criminalistic knowledge in mod-
ern conditions of martial law. The main 
task of criminalistics is the development 
and application of tools, techniques and 
methods that allow collecting, research-
ing and using evidentiary information in 
conditions of war and global threats. In 
such conditions, the question of increas-
ing the applied role of military forensics 
to solve new tasks in modern conditions 
of war is acute. 

So, the emergence and formation of 
military criminalistics in its development 
has gone through a complex and long 
path, where, as seen, the following stages 
can be conditionally distinguished: 1) the 
accumulation of the necessary scientific 
potential for the birth of an idea and the 
emergence of scientific knowledge in 
the field of military forensics (the end 
of the 19th century and up to the 1960s 
x years of the 20th century); 2) forma-
tion of conceptual foundations regarding 
the need to create theoretical and prac-
tical foundations of military forensics 
(70s of the 20th century – the beginning 
of the 21st century); 3) the formation 
and development of an understanding 
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of the methodological foundations and 
formation of the scientific concept of 
military forensics, its task, functional 
purpose, place in the system of forensic 
science (the beginning of the 21st 
century and up to now). Therefore, the 
further development and formation of 
military criminalistics today is a strategic 
direction of modern criminalistics.

Concept, object and system of mili-
tary criminalistics

In the history of criminalistics, there 
have been attempts to form the idea 
of military criminalistics. At the same 
time, various terms were proposed: 
“military-applied criminalistics” 
(H. M. Grigoryan and others)1, “military 
field criminalistics”2, and in some cases 
two terms “military criminalistics” and 
“military field criminalistics” are used 
simultaneously3. 

In our opinion, the proposed terms 
somewhat narrow the understanding 
of the subject, system and tasks of 
military criminalistics. So, for example, 
regarding the understanding of military 
field criminalistics, it is necessary to take 

1  Grigoryan H. (2021). Overcoming the Psy-
chological Problems of Military Investigators 
through Algorithmization of War Crimes Inves-
tigations. Turismo-Estudos E Praticas. Univ 
Estado Rio Grande Norte,1, 1–9.

2  Military field forensics. (2023). Retrieved 
from https://nlu.edu.ua/science/pidsumky-vseu-
krayinskogo-konkursu-studentskyh-kur-
santskyh-naukovyh-robit-z-kryminalistyky-na-
temu-voyenno-polova-kryminalistyka/

3  Orzhynska, E. I., & Martynova, D. O. 
(2024). Military forensics: from theory to trends. 
South Ukrainian Law Journal, 1, 178.

into account the fact that the term “field 
criminalistics” itself is debatable and 
conditional, since under it we understand 
and mean those technical criminalistic 
tools and methods of working with 
evidence that are used or can be used 
not in the investigator’s office or in the 
expert’s laboratory, but directly in “field” 
conditions – at the scene of the incident 
for its inspection or when conducting 
other investigative actions or research 
expert operations at this place. However, 
as we can see, these questions are far 
from exhausting the problems of military 
criminalistics. The analysis and solution 
of a  number of other problems that 
require research in this specific field of 
knowledge are of considerable interest 
both in scientific and practical terms. 
Moreover, the concepts of “military” 
should not be confused, since they have 
different meanings. Thus, according to 
the dictionary, “military” refers to war, 
and “military” refers to the army.

It is seen that a certain feature of 
military criminalistics is an operational 
situation in which a pre-trial investigation 
is carried out, which is connected with 
the conduct of hostilities, and the 
forensic characteristic of such a situation 
is a continuation of a combat situation, 
namely, it is the redeployment of the 
enemy (occupation of new territories by 
him or, on the contrary, advancement of 
the Armed Forces of Ukraine); changes 
in the place of the event and the situation 
(due to possible shelling with various 
types of weapons, bombing, etc.); 
wounding, killing of law enforcement 
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officers and, in general, not even the 
possibility of conducting investigative 
actions on the demarcation line and 
adjacent territories. The direct impact of 
such military (extraordinary) conditions, 
the special nature of war crimes 
and the increased number of urgent 
investigative actions (especially in cases 
of constant bombardment of civilian 
infrastructure and injury or death of the 
civilian population) collectively form 
the specifics of pre-trial investigation, 
collection of evidentiary information in 
combat zones and adjacent territories. 
For example, in normal (peaceful, 
civilian)  conditions, the pre-trial 
investigation method is characterized 
by a preliminary check of the received 
information about a criminal offense. 
In the conditions of hostilities, such 
a preliminary check is impractical, since 
the activity of the investigator is reduced 
to the quick fixation of a criminal offense, 
the collection of primary information 
and the appointment of forensic and 
other examinations. Such investigative 
actions as recreating the situation and 
circumstances of the event are not even 
discussed1.

In this regard, the opinion of 
O. Dufeniuk is valid that in the conditions 
of security challenges determined by 
the aggressive war against Ukraine, 
the conceptual development of military 
criminalistics is important, the subject 
area of which should include the study 

1  Orzhynska, E. I., & Martynova, D. O. 
(2024). Military forensics: from theory to trends. 
South Ukrainian Law Journal, 1, 178.

of theoretical provisions and practical 
recommendations for collecting, 
researching, evaluating and using 
evidence of military crimes, studying 
the specifics of conducting investigative 
actions and implementing separate 
forensic methods of investigating 
criminal offenses in the conditions of 
complex geopolitical, legal, security, 
tactical, logistical, information and 
communication challenges determined 
by an aggressive war2. 

In our opinion, the content of 
the scientific concept of military 
criminalistics should include ideas and 
theoretical propositions about the object 
of research, the knowledge system, 
the content of its individual elements, 
the place in the system of scientific 
knowledge, the significance for the 
theory and practice of investigative work, 
the tasks of further scientific research.

The object of military criminalistics 
is quite specific, since it is, on the one 
hand, the criminal activity of special 
militarized units of the aggressor state on 
the territory of Ukraine in the occupied 
territories (if any), and on the other hand, 
the activity of law enforcement agencies, 
including with the involvement of the 
military, regarding the recording of 
military and military criminal offenses , 
implementation of pre-trial investigation 
and prevention of such offenses3. In 

2  Dufenyuk, O. M. (2023). Balance in crimi-
nal proceedings: institutional, law enforcement, 
personal levels: monograph. Lviv: Rastr-7, 27.

3  Shevchuk, V. M. (2022). Modern criminal-
istics in the conditions of war and global chal-
lenges ХХI century: problems today and devel-
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general, military criminology special-
izes in the investigation of criminal of-
fenses related to military and military 
spheres, military conflicts and violations 
of military and military legislation that 
is specific and does not apply in peace-
time. Military criminalistics includes the 
examination of traces of combat, the bal-
listics of weapons, ammunition records, 
and other specific types of evidence that 
are not typically found in the investiga-
tion of other criminal offenses1.

The object of study of military crimi-
nalistics is the regularities of collection, 
research and use of evidentiary informa-
tion in the investigation of crimes occur-
ring in areas of armed conflict, active 
hostilities and military aggression. 

Given the mega-challenges in the 
field of security, in particular the Rus-
sian-Ukrainian war, it is important that 
science and practice respond effectively 
to security challenges. This can be served 
by the joint development after February 
2022 of a new branch of forensic tech-
niques, tactics and methods – military 
criminalistics as a section that studies 
theoretical provisions and practical rec-
ommendations for collecting, research-
ing, evaluating and using evidence of 

opment prospects. Problemy Współczesnej 
kryminalistyki = Current problems of forensic 
science. Tom XXVI. pod redakcją: Tadeusza 
Tomaszewskiego, Ewy Gruzy, Mieczysława 
Goca. Warszawa, 359–374.

1  Orzhunska, E. (2024). Military forensics: 
research perspectives. Scientific innovations in 
law amidst the impact of the Russian-Ukrainian 
war on the legal system: International scientific 
conference (February 7–8, 2024. Riga, the Re-
public of Latvia). Riga, Latvia: Baltija Publish-
ing, 180–182. 

war crimes, studying the specifics of con-
ducting investigative actions and imple-
mentation of separate forensic methods 
of investigation of criminal offenses in 
the conditions of complex geopolitical, 
legal, security, tactical, logistical, infor-
mation and communication challenges 
determined by an aggressive war. In 
such conditions, there is an urgent need 
for the science and practice of criminal 
proceedings to standardize the investiga-
tion of war crimes and develop special-
ized subspecies methods of documenting 
certain types of war crimes. After the 
de-occupation of the territories, a huge 
“front” of numerous places of the event 
opened before the bodies of the pre-trial 
investigation. Let’s be honest, for the 
training of many investigators and pros-
ecutors, at best, a few academic hours are 
allocated to study the legal qualification 
of acts against peace, human security and 
international legal order, issues of crimi-
nalistic support for their investigation. 
There were actually no special methods 
of investigating war crimes. Therefore, 
a significant part of specialists had to 
learn to act in new “field conditions”, to 
adapt to new tasks. In the near temporal 
perspective, a significant revival of inter-
est and a natural trend of in-depth devel-
opment of the outlined issues should be 
expected2. 

The object of military criminalistics 
to a certain extent also determines its 
system, which includes scientifically 

2  Dufenyuk, O. M. (2022). The impact of 
global megatrends on the science and practice 
of cr iminal proceedings. Prykarpatskyi 
yuridichnyi visnyk, 6(47), 171. 
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based and tested in practice criminalistic 
provisions and recommendations on the 
organization of detection, documentation 
and investigation of crimes committed 
in areas of active hostilities, armed con-
flict in conditions of war, which deter-
mine the development and application 
of methodological foundations, selection 
and application of means, methods and 
techniques of criminalistic techniques, 
tactics and methods of crime investiga-
tion taking into account specific condi-
tions of activity – in conditions of martial 
law and active hostilities in a certain ter-
ritory of the state. 

Thus, one of the main tasks of mili-
tary criminalistic is the development, 
formation and application of a system 
of means, methods, techniques and mea-
sures of forensic protection against the 
commission of such criminal offenses, 
which has a complex nature and should 
cover theoretical-methodological, tech-
nical-criminalistic, tactical-organization-
al and methodological and criminalistic 
areas of search.

Possibilities and prospects for the de-
velopment of military criminalistics 
in modern conditions of global threats

We consider the following promising 
areas of innovative scientific research in 
criminalistics: documentation and inves-
tigation of war crimes committed by the 
Russian military in Ukraine; search for 
missing Ukrainians and identification of 
those killed in the war in Ukraine; the 
use of digital forensics to identify, record 
and investigate war crimes committed 
by the Russian military in Ukraine; in-

tensification of the application of special 
knowledge and the conduct of forensic 
expert studies to determine the amount 
of damages suffered by individuals and 
legal entities as a result of Russian armed 
aggression; development and application 
of innovative criminalistic products to 
improve the effectiveness of the investi-
gation of war crimes and military crimi-
nal offenses; criminalistic support for the 
activities of the International Criminal 
Court and other international courts and 
tribunals; construction and application of 
an appropriate system of separate crimi-
nalistic methods of war crimes and other 
criminal offenses related to the military 
aggression of the RF against Ukraine, 
etc. 

The specified problem should be 
taken into account during the formation 
of programs, educational disciplines 
and improvement of the methodology 
of teaching criminalistics, the forma-
tion of criminalistic didactics in mod-
ern conditions1.  In the realities of war-
time, a separate direction in criminology 
should be the development and 
improvement of the system of forensic 
methods of investigation, the activation 
of the development of technical and 
forensic support for the detection of 
modern crime, the formation of the latest 

1  Shevchuk, V. (2022). Innovative Essence of 
Criminalistic and Prospective Directions of its 
Development. Developments of сriminalistics 
theory and future of forensic expertology: liber 
amicorum profesoriui Egidijui Vidmantui 
Kurapkai. Collective monograpfy / Malews-
ki H., Matulienе S., Shepitko V., & others. Vil-
nius, Lithuanian association of criminalists, 
Mykolas Romeris University, 152–168.
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approaches in the application of special 
knowledge, criminalistic support for the 
protection of information sources and the 
solution of information security prob-
lems. In such conditions, in fact, it is 
possible to state the formation of a new 
scientific criminalistic direction – mili-
tary criminalistics 1 as a strategic branch 
of modern criminalistics.

The theoretical and methodological 
foundations of military criminalistics in-
clude general scientific issues related to 
the development of the concept, subject, 
system and tasks of military criminalis-
tics, its place in the system of criminalis-
tics. The development of such scientific 
problems as the methodology of military 
criminalistics, the course system of mili-
tary criminalistics, and innovations in 
forensic didactics when teaching mili-
tary criminalistics can become impor-
tant areas of such scientific research.2 
In this case, we can talk about military 
criminalistics as a new scientific direc-
tion in criminalistics doctrine, which has 
significant prospects and requires further 

1  Shevchuk, V. M. (2022). Military forensics: 
problems of formation and role in modern condi-
tions. Implementation of human rights in the 
activities of law enforcement agencies under the 
occupation of Ukrainian territories: materials of 
the V All-Ukrainian scientific-practical confer-
ence (Kryvyi Rih, September 30, 2022). Kryvyi 
Rih: DonSUVS, 136–140.

2  Konovalova, V. О., & Shevchuk, V. M. 
(2022). Innovations in the methodic of teaching 
criminalistics in modern realities of war. Mod‑
ern scientific research: achievements, innova‑
tions and development prospects: 15th Interna-
tional scientific and practical conference (Au-
gust 14–16, 2022). MDPC Publishing. Berlin, 
Germany, 385–396.

scientific research in criminalistics. 
In the direction of technical and fo-

rensic support of military criminalistics, 
scientific developments and research 
are being updated on the creation and 
implementation of innovative criminal-
istic products aimed at optimizing the 
fight against crime in the military sphere, 
documenting and investigating the detec-
tion, documentation and investigation 
of crimes related to the military aggres-
sion of the Russian Federation against 
Ukraine. Such innovative products in-
clude the latest technical and forensic 
tools, modern information technologies, 
electronic knowledge bases, methods of 
recording, analysis, evaluation and col-
lection of evidentiary information devel-
oped or adapted to the tasks and needs of 
countering war crimes and other criminal 
manifestations in wartime conditions. In 
addition, modern biometric identification 
systems based on human characteristics 
can be used for the needs of military 
forensics (systems of electronic identi-
fication of a person based on biometric 
characteristics – fingerprints, appear-
ance characteristics, iris pattern, DNA, 
gait characteristics, handwriting). The 
possibilities of using unmanned aerial 
vehicles, surveillance and video con-
trol systems, electronic control over the 
movement of people in space and air, 
identification systems for recognizing 
people’s faces, etc., are becoming rel-
evant nowadays. Therefore, the work on 
the application of artificial intelligence 
to ensure the considered types of activi-
ties and to solve practical and practical 
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tasks, both in the law enforcement field 
and in the fight against modern crime in 
conditions of war, should be significantly 
intensified.

In the tactical and forensic provision 
of military criminalistics, the develop-
ment of tactical bases for conducting 
procedural actions and forensic recom-
mendations in conditions of war should 
become promising areas of research. 
They may be related to the specifics of 
the tactics of conducting separate inves-
tigative (search) and covert investigative 
(search) actions in conditions of martial 
law, military operations, etc. Such a situ-
ation necessitates the development of 
new tactical techniques, review of the 
possibilities of tactical combinations and 
tactical operations, investigative algo-
rithms, etc. Important directions of such 
research in forensic tactics are the prob-
lems of developing the tactics of actions 
in which the participants (suspects, wit-
nesses, victims, etc.) were persons from 
the occupied territories or from the areas 
of active hostilities, as well as prisoners 
of war, etc.

In the methodological and forensic 
field of military criminalistics, such areas 
are closely related to changes in criminal 
and criminal procedural legislation, since 
such changes require the improvement 
of existing methods of investigation of 
criminal offenses and the development of 
new criminalistic methods of investiga-
tion1. Innovative developments in this 

1  Shevchuk V., Vapniarchuk V., Borysenko I., 
Zatenatskyi D., & Semenogov V. (2022). Crim-
inalistic methodics of crime investigation: Cur-

field of criminalistics should be aimed 
at conducting research on methods of 
investigation of new types of criminal of-
fenses, tactical operations, investigative 
(search) algorithms, verification of typi-
cal investigative versions, development 
of criminalistic characteristics of crimi-
nal offenses, etc. The modern realities of 
the war in Ukraine require forensics to 
improve, develop, and put into practice 
a system of forensic methods for investi-
gating certain types of crimes committed 
by military personnel in areas of armed 
conflict, in particular, investigating vol-
untary abandonment of a military unit 
(place of service) and desertion; inves-
tigation of evasion of military service 
by mutilation; investigation of crimes 
committed by military personnel against 
the civilian population; investigation of 
embezzlement of weapons and ammuni-
tion by military personnel; investigation 
of the excess of official powers carried 
out by commanders of military units, etc.

In addition, scientific research on 
the methodology of investigating crimes 
against the foundations of Ukraine’s 
national security is being updated; war 
crimes committed by the military of the 
Russian Federation in Ukraine; crimes 
against peace, human security and 
international legal order; crimes related 
to the illegal use of humanitarian aid, 
charitable donations or free aid and illegal 
crossing of the state border of Ukraine, 
etc. The wide spread of informational 
computer technologies contributes to the 

rent problems and promising research areas. 
Revista Juridica Portucalense, 32, 320–341.



415№ 17/2025 415

Formation of military criminalistics: genesis,  
task and role in the conditions of global threats

№ 17/2025

Shevchuk V.

further development of algorithmization 
of the pre-trial investigation process it-
self and ensuring the efficiency and ef-
fectiveness of the trial.

Moreover, in modern conditions, 
significant changes are taking place in 
the criminalistic support of law enforce-
ment agencies, they are connected with 
the processes of informatization of so-
ciety and the introduction of innovative 
approaches using modern information, 
digital, telecommunication and other 
technologies1. In this case, we can talk 
about the emergence of a new direction 
in criminalistics – Digital Criminalis-
tics2, the development and implementa-
tion of which is considered sufficiently 
promising in the development of crimi-
nalistics knowledge and forensic expert 
activity 3. Therefore, it is important to 
take into account the modern trends in 
the development of criminalistics related 
to the formation of its separate branch-
es (directions): medical, genotoscopic, 

1  Shevchuk, V. M. (2023). The role of digital 
technologies in the investigation of warcrimes 
in Ukraine: criminalistic problems. Grail of Sci‑
ence: International scientific journal, 25, 97–
110.

2  Shepitko, V. (2021). The Formation of Dig-
ital Criminalistics as a Strategic Direction for 
the Development of Science. 17 Medzinarodny 
Kongres Kriminalistika a Forenzne Vedy: Veda, 
Vzdelavanie, Prax. Zbornik. Bratislava, 185–
196. 

3  Shevchuk, V. (2020). Modern problems of 
formation and prospects for researching the con-
cept of criminalistic innovation. Tendances sci‑
entifiques de la recherche fondamentale et ap‑
pliquée: collection de papiers scientifiques 
«ΛΌГOΣ» (Vol. 2), 30 octobre, 2020. Stras-
bourg: Plateforme scientifique européenne, 
67–72.

computer (digital), aerospace and nucle-
ar criminalistics. The formation of new 
areas of criminalistics is due to scientific 
and technical progress, the introduction 
of the latest technologies, the need to de-
tect specific traces and collect evidence 
(genomic, digital, nuclear, etc.) 4. 

Conclusions. In the conditions of 
today’s military challenges and threats, 
a significant role in ensuring the secu-
rity environment and international legal 
order, the development of the country in 
the military sphere is assigned to the law 
of wartime, that is, military law. All this 
together determines the relevance, the 
need for scientific development of foren-
sic support methods for the investigation 
of war crimes and criminal offenses in 
the military and military sphere. Solving 
such tasks requires a comprehensive ap-
proach and the use of all modern techni-
cal and organizational means, as well as 
analytical and cognitive methods in the 
investigation of criminal offenses against 
peace, human security and international 
legal order, which will have long-term 
consequences, there is an urgent need 
for the development and formation of 
a new branch of forensic science – mili-
tary criminalistics. 

The task of determining the content 
and structure of military criminalistics 
and its place in the system of criminal-
istic knowledge is becoming relevant 
today. This will make it possible to 
systematize theoretical provisions and, 

4  Shepitko, V. (2021). Theoretical and meth-
odological model of criminalistics and its new 
directions. Theory and Practice of Forensic Sci‑
ence and Criminalistics, 3(25), 9–20. 
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based on the analysis and generalization 
of investigative practice, to develop prac-
tical recommendations regarding the op-
timal organization of the investigation of 
war crimes, proving their circumstances, 
establishing the guilty persons and their 
fair punishment. 

It is also important to determine the 
place of military criminalistics in the 
system criminalistics. In this regard, 
there is no clear definition and there are 
different approaches from a separate 
section in criminalistics 1 to a separate 
criminalistic theory 2 or defined as a new 
branch of criminalistic techniques, tac-
tics and methods – military criminalis-
tics3. In our opinion, the point of view 
of V. V. Tishchenko, that currently the 
expediency of creating a separate section 
in the system of forensics called “Special 
Criminalistics” can be seen, which could 
include military criminalistics, as well 

1  Tishchenko, V. V. (2023). Theoretical and 
practical problems of forming the foundations 
of military forensics. Journal of the National 
Academy of Legal Sciences of Ukraine, 30(3), 
368. 

2  Orzhynska, E. I., & Martynova, D. O. 
(2024). Military forensics: from theory to trends. 
South Ukrainian Law Journal, 1, 178.

3  Dufenyuk, O. M. (2022). The impact of 
global megatrends on the science and practice of 
criminal proceedings. Prykarpatskyi yuridichny 
visnyk, 6(47), 171.

as new specific branches and directions 
of criminalistic science, such as digital 
criminalistics, nuclear criminalistics, ar-
chitectural criminalistics, etc4. It is seen 
that the issue of determining the place 
of military criminalistics in the system 
of criminalistic needs its own solution.

Under such conditions, there is an 
urgent need for further scientific stud-
ies of the scientific concept of military 
criminalistics and active implementation 
of its provisions in the practice of law 
enforcement agencies and the security 
and defense sector of Ukraine. Military 
criminalistics must play a key role in en-
suring the legality and order of criminal 
justice in wartime, as it investigates and 
resolves various aspects of war crimes 
and military criminal offences, ensuring 
the objectivity and efficiency of pre-trial 
investigations and trials. Today, the sci-
entific prerequisites for the formation of 
the theoretical foundations of military 
criminalistics as a new scientific direction 
in criminalistics, which has significant 
prospects for further scientific research 
in criminalistics, have been created.

4  Tishchenko, V. V. (2023). Theoretical and 
practical problems of forming the foundations 
of military forensics. Journal of the National 
Academy of Legal Sciences of Ukraine, 30(3), 
368.

Published: Criminalistics and forensic expertology: science, studies, practice ХХ, 2024, 48–56.


