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ABSTRACT: The purpose of the article is to highlight the problems of using digital evidence during the in-
vestigation of traffic accidents by summarizing 54 decisions of Ukrainian courts that considered the problems of
admissibility of digital evidence. It has been established that in Ukraine, during the consideration of cases of vio-
lations of traffic safety rules in courts of various jurisdictions, certain difficulties arise regarding the recognition
of information in digital form as admissible evidence. Under the same conditions, judges make opposite decisions.

The analysis of the publications of scientists of Ukraine and the USA showed that investigators, judges,
prosecutors, employees of investigative bodies and forensic experts of both countries experience certain difficul-
ties when working with digital evidence due to the rapid development and change of digital device technologies
and, as a result, due to changes of detection technologies, extraction, fixation and research of digital information.
Therefore, it is recommended to develop appropriate methodical and reference literature and include it in profes-
sional development programs separately for each category of such employees.

A comparison of the legislation of Ukraine and the USA regarding the use of digital information in the ju-
diciary showed that the judiciary of the USA has more opportunities for the effective use of digital evidence than
the judiciary of Ukraine. It is desirable to supplement the Criminal Procedure Code of Ukraine with the following
changes: definition of the concept of «digital evidence» and its procedural media; a detailed procedure for extrac-
ting digital information, its inspection, recording and storage (with a list of mandatory information regarding
digital evidence that must be procedurally secured); the procedure for assessing the admissibility and reliability
of digital evidence.
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AHOTALIA: Memoto cmammi € 8UOKpeM/1eHHs1 npo6.1eM suKopucmaHHs yugpoaux dokasie nid uac pos-

H‘ Hay4HOo-npaKTn4yeckoe M3gaHue H‘ BAKOH |/] >‘|‘<|/|3Hb

creumanbHbl BbinycK, 2023 T




LEG EA $| \/|ATA H\ Publicatie stiintifico-practica \H 66

editie speciala, 2023

C/1i0y8aHHA 0OPOHCHLO-MPAHCNOPMHUX NOJiil 3a doNOM02010 y3azanbHeHHA 25 nocmaHoe BepxoeHozo Cydy
Ykpainu, 15 piwens micyegux cydie m. Xapkoea, 14 piweHv Xapkiecbkozo aneasayiiiHo2o cydy, a makoic - aHa-
/i3y cydosoi npakmuku cydie YkpaiHu pi3Hoi opucdukyii ujodo npo6aem donycmumocmi yugposux dokasie.
BcmaHoaieHo, wjo 8 YkpaiHi nid uac po32aa0y cnpas npo nopyuleHHs npasu. 6e3neKku 00poicHb020 PyXy y cyoax
DIi3HUX 10pucluKyill BUHUKAIOMb neeHi mpyoHowji uyodo 8U3HAHHA iHhopmayii y yugpoeiii hopmi donycmumu-
MU dokaszamu. 3a 00HAKOBUX yMO08 8UKOPUCMAHHSA cAid4yumu yugposux dokaszie cyddi y cnpasax ujodo dopooic-
HbO-MpaHcnopmMHuUXx nodiii npuiimaomes npomuJiexdcHi piuleHHs 3 mux camux numatHs. B 00HuUx eunadkax eoHu
su3Hawms Konii yughposux 3anucie Hedonycmumumu dokazamu, 8 iHWUX - donycmumMumu.

Ananiz ny6aikayiii eueHux Ykpainu ma CLIA nokasas, wjo c1id4i, cydadi, npoKypopu, cniepo6imHuku one-
pPamueHo-po3uyKo8ux op2aHiae i cydosi ekcnepmu 060X KpaiH nid yac po6omu i3 yughposumu dokazamu 3a3Ha-
10mb nesHUX mpyoHowie uepe3 weudKuli po3eumok i 3mMiHy mexHo.102iill yughposux npucmpoie ma, ik HACAIOOK,
- 3MIHYy mexHo.102iil 8us18/1eHHS, auay4eHHs, ikcayii Ui docaiddcenHa yugpoeoi inghopmayii. Tomy pekomeH-
0doeaHo po3po6umu 8ionogioHy memoduuHy ii dogidkogy simepamypy ma dodamu ii do npozpam nidguwjeHHs
keasigpikayii okpemo 015 KodicHoi kamezopii makux cniepo6imHukie.

IlopieHsinHA 3akoHodascmea Ykpainu ma CIIA wodo sukopucmaHHs yugpoeoi inghopmayii 6 cydoyuH-
cmei nokaszas, o cydouuHcmeo CIIA mae 6inbwe moxcausocmelii .15 eheKmueHO20 BUKOPUCMAHHA YUHpPosux
dokaz3is, aHixc cydouuHcmeo Ykpainu. HopmamueHo-npagosi akmu ii Memodu4Ha nimepamypa ujodo euKopu-
cmaHHsA yughposux dokazie, AKUMU noc1y208yiomubcesl 8 cydouurHcmei CLIA, € 2ioHum opieHmupom 0415 pegpopmy-
8aHHSA 3aKOHOdasecmea YKpaiHu ma po3po6/1eHHA Memodu4HuUX pekomMeHdayill ujodo 8UKOPUCMAHHA YuhHposux
dokazie npu poscaidysanHti JTIL

KpuminaavHuii npoyecyaavHuli kodekc YKkpaiHu 6axcaHo donogHUMU mMakumu Hoge/amu: 8U3HAYEH-
HAM noHamms «yugpoesi dokasu» i ix npoyecyanvHuUx Hociig; 00KAAIHUM NOPsAOKOM 8uU/1y4eHHS Yyugpoeoi iH-
dopmayii, ii oenady, ikcyeanna ma 36epicanHsa (i3 3a3Ha4eHHAM nepesiky 0608°sa13k080i iHhopmayii ujodo
yugposux dokasis, Ky ca1i0 npoyecyabHo 3aKkpinumu); nopsidkom oyiHku donycmumocmi ii docmogipHocmi
yughposozo dokasy.

KJII0Y0BI C/I0BA: doposicHb0-mpaHcnopmHa nodis, yugpoesi dokasu, donycmumicms dokasie

INTRODUCTION. During 2022, more than 18,000 traffic accidents (traffic accidents) took place
in Ukraine, as a result of which almost 3,000 people died and about 2,000 were injured. The causes of
road accidents were: speeding; violation of the rules of maneuvering, passing through intersections or
pedestrian crossings; failure to maintain distance, etc. [1]. More than 4,000 people have been notified
of suspicion, more than 3,500 proceedings with an indictment have been sent to court. [2].

During the investigation of traffic accidents, investigators often use evidentiary information in
digital form, but Ukrainian courts sometimes do not recognize it as admissible evidence due to the lack
of legislative regulation of these issues. The work of US scientists and lawyers on the procedure for
working with digital evidence is successfully used only by investigative journalists. That is, the legisla-
tion of Ukraine does not keep up with the rapid development of information technologies, and gaps in
legal regulation often have to be filled by judicial practice.

Separate issues of the use of electronic (digital) evidence in criminal proceedings were investi-
gated by Ukrainian scientists (M. Gutsalyuk, Yu. Orlov, S. Stolitny, V. Khakhanovsky, D. Tsekhan, V.
Shevchuk, etc.), employees of the US National Institute of Justice (Shon E. Goodison, Robert K. Davis,
Brian A. Jackson, Gary S. Kesler, Martin Novak) and others. In their publications, they provide guid-
ance on identifying criminal justice needs related to the collection, management, analysis, and use of
digital evidence. Despite the considerable number of publications on the problems of using digital ev-
idence in court proceedings, certain issues require further research. In particular, the problems of pro-
cedural regulation in Ukraine of the processes of digital evidence extraction, their fixation and storage,
taking into account foreign experience, remain unresolved.

The purpose of the study is to generalize the judicial practice of Ukraine in order to highlight the
problems that arise during the use of digital evidence in the investigation of traffic accidents, to com-
pare the legislation of Ukraine and the United States regarding the use of digital information in judicial
proceedings, to determine ways to increase the effectiveness of the use of digital evidence in the inves-
tigation of traffic accidents, and to provide relevant recommendations.

In order to achieve the goals of the research, 25 decisions of the Supreme Court of Ukraine, 15
decisions of local courts of Kharkiv, 14 decisions of the Kharkiv Court of Appeal were analyzed, the
judicial practice of Ukrainian courts of different jurisdictions regarding the problems of admissibility of
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digital evidence was analyzed, the publications of scientists from Ukraine and the USA and individual
works of the Scientific Working Group on the Study of Digital Evidence [3][4] regarding the use of dig-
ital evidence in criminal proceedings were analyzed.

CONTENT. The adoption of certain procedural decisions in criminal proceedings regarding
criminal offenses against traffic safety and the transport operation (Article 286 of the Criminal Code
of Ukraine) depends on the establishment of such facts of violations by a person of the Traffic Rules,
which directly caused socially dangerous consequences and are in a causal relationship with them . An
important role in establishing these facts is played by digital video recordings made by systems for re-
cording offenses in the field of ensuring road traffic safety, video surveillance cameras, video recorders
of vehicles, etc.

In addition to video recordings, other digital information that accompanies the operation of var-
ious types of electronic devices is used to establish the truth in the case. An example is Cooperative
Intelligent Transport Systems and Services - C-ITS, which consist of communication units between
vehicles and transport infrastructure («smart» cars and «smart» roads). An expert study of such blocks
allows obtaining information about the speed and direction of movement of the vehicle, the facts of its
emergency braking, defects of the car or road surface, etc. Such communication units are integrated into
the road infrastructure and inform drivers about traffic light signals, the need to limit speed, road works,
existing vehicle collisions or emergency or stationary vehicles, other dangerous situations, traffic jams,
etc. [5, p. 1541].

For viewing and researching certain types of digital information, ordinary computer equipment
with standard software is not enough. This requires special electronic devices and special software. In
addition, there are often difficulties in collection and assessment of the admissibility and reliability of
digital evidence due to the lack of their definition, procedure for recording and assessment in the legis-
lation of Ukraine. This causes certain difficulties for investigators, judges, prosecutors, lawyers, experts,
etc. [6, p. 140].

Digital evidence often serves as objects of research in auto-technical, transport and road exami-
nation, examination of audio and video recordings, etc. The most effective are complex examinations, in
which a joint task is solved by a group of specialists of various expert specialties. In particular, employ-
ees of the Academician Research Institute for the Study of Crime Problems of the National Academy of
Sciences of Ukraine named after V. V. Stashis. According to the results of an additional comprehensive
study of the nature of the damage to the car’s body resulting from an accident, and digital video record-
ings from its video recorder, Stashis, the National Highway Traffic Safety Administration of Ukraine
refuted the conclusions of the primary auto technical examination. They proved that the person who
caused the accident was not the driver, but a pedestrian. At the same time, in the initial auto technical
examination in this criminal proceeding, the actions of the pedestrian and the digital video recordings
from the video recorder of the car were not examined at all, and the expert’s opinion stated that the
driver’s actions did not comply with the Road Traffic Rules and this caused the collision with the pedes-
trian. [7]. This case confirms the importance of conducting complex examinations, the objects of which
are not only vehicles and road conditions, but also digital video recordings, on which the traffic event
is recorded.

In the courts of Ukraine, during consideration of cases of violations of road safety rules in courts
of various jurisdictions, certain difficulties arise regarding the recognition of information in digital form
as admissible and reliable evidence. Often, lawyers file motions for the inadmissibility of digital evi-
dence due to the fact that the information is copied from the recording medium to an optical disc or
flash drive, which is subsequently presented to the court as a procedural evidence medium. Defenders
believe that such a copy does not correspond to the original because the file format changes when the
media is changed. [8]. This is a false statement because one of the main characteristics of information
in digital form is that all its copies recorded on different media are identical to the original (completely
match in all respects, including the file format). Despite this, the Supreme Court of Ukraine in case No.
404/700/17 recognized a copy of a video recording from a video surveillance camera as inadmissible
evidence, since it seems that «it is impossible to establish the technological properties of a videogram
from a copy in the absence of the original and the original device.» The conclusion of the auto techni-
cal examination, in which the speed of the car was determined, was also recognized as an inadmissible
source of evidence, because it was based «on incorrect data obtained from a copy of the video record-
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ing.» [9].

Unfortunately, under the same conditions of use of digital evidence by investigators, judges make
opposite decisions on the same issues. In some cases, they recognize copies of digital records as inad-
missible evidence, in others as admissible. For example, the Supreme Court of Ukraine in case No.
754/2178/18 recognized as proper evidence the copies of video recordings from two video surveillance
cameras in the case of violation of traffic safety rules, although the technical characteristics of video
recording devices, their certification and the procedure for transferring information to the server were
not established. The conclusion of the auto technical examination based on the results of the study of
these video recordings was also recognized by the court as a procedural source of evidence. [10].

Judges in Ukraine believe that the use of digital video recordings in judicial proceedings is limited
due to the fact that procedural legislation and methodological recommendations regarding the collec-
tion and recording of digital evidence by investigators and law enforcement agencies are imperfect.
[11]. In the procedural codes of Ukraine, there is no definition of the term «digital evidence», the de-
tailed procedure for their extraction, inspection, fixation and storage is not specified. These shortcom-
ings can lead to errors in working with digital information and not recognizing it as admissible and
reliable evidence in court.

Researchers at the US National Institute of Justice, through a survey of law enforcement officers,
found that respondents face many problems when working with digital evidence. In particular, they
lack knowledge about the technical characteristics of digital information, the rules for its extraction and
storage. That is, against the background of the rapid development of technologies of digital devices and
methods of extracting digital information from them, significant difficulties arise with the assessment of
digital evidence according to the criterion of reliability (its compliance with the Daubert standard) [12,
p. 16]. The researchers argue that prosecutors (due to insufficient knowledge of the technical character-
istics of digital evidence) try to extract more information than necessary and overload forensic experts
with unnecessary work, and some judges lack knowledge about methods of processing and extracting
digital evidence. Police and detectives often do not know how to capture and store digital evidence, and
forensic experts need modern methods of research. [12, p. 25].

So, investigators, judges, prosecutors, operatives and forensic experts in the USA, when working
with digital evidence, to some extent face the same problems that arise for the corresponding employ-
ees of all law enforcement agencies in Ukraine. At the same time, in contrast to the Criminal Proce-
dure Code of Ukraine, the US Federal Rules of Evidence (FRE USA)[4] contain an extensive system
of amendments that relate to the procedure for the extraction of digital evidence, its fixation, storage,
authentication (authenticity verification), assessment of admissibility and authenticity, etc. The authen-
ticity of digital evidence in the US is determined by the Daubert standard. Employees at all levels of US
criminal justice in working with digital evidence are guided by the Berkeley Protocol, which contains
the principles of conducting an investigation using digital data from open sources [3], and the Guide-
lines for the Use of Digital Evidence, which provides an algorithm for recording actions with digital
evidence and a list of issues that must be recorded in the protocols [13, pp. 15-17].

The above shows that the US judiciary has more opportunities for effective use of digital evi-
dence than the Ukrainian judiciary.

CONCLUSIONS

Investigators, judges, prosecutors, employees of operational investigative bodies and forensic ex-
perts of Ukraine and the USA experience certain difficulties when working with digital evidence due to
the rapid development and change of digital device technologies and, as a result, changes in the technol-
ogies of detection, extraction, fixation and research of digital information.

Courts of criminal jurisdiction of Ukraine in road accident cases sometimes make opposite deci-
sions regarding the recognition of digital information as admissible evidence under the same conditions.

The US judiciary has more opportunities for effective use of digital evidence than the Ukraini-
an judiciary. Legal acts and methodological literature on the use of digital evidence, which are used in
the US judiciary, are a worthy reference point for reforming the legislation of Ukraine and developing
methodological recommendations for the use of digital evidence in the investigation of traffic accidents.

Since it depends on the competence and correct decision of law enforcement officers (investiga-
tors, judges, prosecutors, operatives) whether a particular piece of digital evidence will play a leading
role in a traffic accident case, these officers must know the basic technological characteristics of digital
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devices and digital information. Therefore, appropriate methodological and reference literature should
be developed and added to training programs separately for each category of such employees.

It is desirable to supplement the Criminal Procedural Code of Ukraine with the following amend-

ments: definition of the concept of «digital evidence» and their procedural media; a detailed procedure
for extracting digital information, its review, recording and storage (with an indication of the list of
mandatory information regarding digital evidence, which should be procedurally fixed); the procedure
for assessing the admissibility and reliability of digital evidence.
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