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KIBEP3JIOUMHHICTh: KPUMIHOJIOTTYHUI MOIIAL HA TEHE3UC SIBUILIA
TA IIVIAXW 3AITIOBITAHHSA

Crarts npucBsiueHa KPUMIHOJIOTIYHUM acleKTaM sIBUIIA KiOep3JI0YMHHOCTI Ha
HaI[lOHAJbHOMY W MIDKHApOJHOMY piBHSX, 11 OCHOBHMM CYCH1JIbHO-€KOHOMIYHUM
guHHIKaM. OOTPYHTOBYETHCS ITyMKa IIOAO TPAHCHALIOHAIBHOTO, KOPIIOPATUBHOTO
XapakTepy CBITOBOT KiOEP3JI0UMHHOCTI.

Knrouosi crosa: xibepanouunnicmo, yina Kibep3nouuHHOCHI, MPAHCHAYIOHATbHA
U1l KOPNOPAMUBHA 3NIOYUHHICHb.

Crarbs MOCBsIIIEHa KPUMUHOJIOTUYECKUM acTieKTaM SBICHHUS KHOepIpecTyIHO-
CTH Ha HAIIMOHAJILHOM U MEX/YHapOJHOM YPOBHSX, €€ OCHOBHBIM OOIIECTBEHHO-3-
KOHOMHYECKUM (pakTopam. OO0CHOBBIBAETCS MBICIIb O TPAHCHAIIMOHAIBHOM, KOPIIO-
PaTUBHOM XapakTepe MUPOBOM KHMOEPIIPECTyTHOCTH.

Knrwoueswie cnosa: xubepnpecmynnocmo, yena Kubepnpecmynnocmu, mpancha-
YUOHANbHAS U KOPROPAMUBHASL NPECMYNHOCb.

The article is devoted to criminological aspects of the phenomenon of cybercrime
at national and international levels, its main socio-economic factors. The idea of
transnational and corporate nature of the global cybercrime is being substantiated.

Key words: cybercrime, value of cybercrime, transnational and corporate crime.

Beryn. Ilporiecu BcecBiTHROT mioGaiizanii, y ToMy 4ucii rmobamizaiii iHGopMarifHux
TEXHOJIOTIH, 3 OJTHOTO OOKY, HIBETFOIOTh KOPJAOHHU MK TEPUTOPISIMH JIEPKaB CBITY W HAJArOTh He-
0OMeKeH1 MOYIIMBOCTI U1l BAMHEHHS OY/Ib-SIKOTO BIUTUBY Ha OCOOMCTICTB 1 CYyCHUIBCTBO, OJTHAK,
3 iHIIOro OOKY, OJJHMM 13 HETaTHMBHHMX HACIIAKIB IJ100alizallii crana mosea i po3BUTOK HOBOTO
SIBUINA 3JIOYMHHOCTI — 3JI0YMHHOCTI y cepi iHpOopMaifHIX TEXHOTOTIH.

3a3HaunuMO, 1110 OOTOBOPEHHS IHOTO MMUTAHHS Cepe/] KPUMIHOJOTIB aKTyali3yBajaocs ITOHAT
17 pokis Tomy. I Bxke TO/i BYEHI KOHCTATyBAJIH, 110 3pOCTAHHS KOMI IOTEPHUX MPOTUIIPABHUX 3a-
3iXaHb nepecTae OyTH JaJeKoro MepcrnekTuBoro. IIpodieMa KOMIT IOTEpHOT 3JI0YMHHOCTI HaOyBae
SICKpaBO BHPaXEHOTO MIKHApOAHOIO XapakTepy. BuHukae HE0oOXiAHICTh MIKHApPOAHOTO CHiBPO-
OITHHIITBA, CTBOPEHHS CIICI[iali30BaHUX IigPO3ILUTIB a00 IIECHPSIMOBAHUX CHII, IO BOJIOIIOTH
npodeciiHIMU 3HAHHSIMH, TOCBIIOM, BIIQJIHUMH ITOBHOBAXCHHIMH JUISl HAMKPAIOTO BUPIICHHS
3aBlaHb y ik cepi 3mourHHOCTI [1].
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OueBuHO, JUTsl YKpaiHH, siKa niepeOyBae B OCTIHAYCTPiaIbHOMY MEPioji PO3BUTKY Ta MpPO-
1ieci Jideparnizallii eKOHOMIKH, MPOOJIeMa TaK 3BaHOI «KiOEP3IIOYMHHOCTI» aKTYali3y€eThCs 3 KOXK-
HUM POKOM, TOMY III0 KOMIT IOT€PH 1 TEICKOMYHIKaI[ii{Hi CHCTEMH OXOIHJIIH BCi C(hepH KUTTEMISITb-
HOCTI JIFOZIMHU Ta JICP>KaBH: IHTEPHET-ypsiA (e-government), iHTepHET-OaHKIHT, HHTEPHET-OXOPOHA
37I0pOB’S, IHTEPHET-OCBITA, HOBI ABTOMATH30BaHI ITOKOJIHHS €HEProMepesk, aBTOMaTH30BaHi elle-
MEHTH TPaHCIOPTHOI iHppacTpyKkTypHu, BrpoBamkeHHs 3G/4G(LTE) TexHomorii, CTBOpEHHS Ki-
6epnoiuii Tomo. Tinpku 3a dakTamu MOTYKHHUX Kibeparak B YKpaiHi MPakTUKH W y4YeHi CTaiu
OUIbLI aKTUBHO OOrOBOPIOBATH MUTaHHA iH(pOpMaLiiiHOI Oe3rmeku. 31I0MH il aTaku CTaBaJUCh 1
paHile, aie TOAi BOHU MajJH HalliBaMaTOPCHKUH XapakTep 1 Oyimu HedacTHMHU, a 3apa3 YKpaiHa
3IMTOBXHYJACH 13 TIOTYKHUM KibepcynpoTrBoM. HermonaBHo npuiiHsATa cTpaTeris KibepOe3neku
VYkpaiHu, METOI0 SIKOT € CTBOPSHHST YMOB JUTsl O€3IIEYHOT0 (PYHKI[IOHYBaHHS KiOeprmpocTopy, Horo
BUKOPHUCTAHHS B ITPABOMIPHUX 1 MOPAIBHUX IHTEpECcax 0COOMCTOCTI, CyCIUILCTBA i JIepKaBH, yKe
BCTHIYIA CTaTH MPEAMETOM IS TUCKYCili cepen paxiBimiB. 3ayBakyIOTh, III0 CTPATETIs JINIIIE BU3HA-
Jae mepertik HampsiMiB (BEKTOPIB), Y SKUX Jep:KaBHI IHCTUTYII] MOBHHHI AiSTH, I[00 yOe3meunTn
KpaiHy BiJl HOBUX yAapiB i3 KibepmpocTopy.

IMocTanoBKa 3aBIaHHsl. METOIO CTATTi € BU3HAYEHHS KPUMIHOJIOTTYHOIO TEHE3UCY CYyYaCHOTO
SIBUILA KIOEP3JIOUMHHOCTI Y BITYM3HSIHOMY M MDKHApPOIHOMY KOHTEKCTI i IUISXIB 3a1I00IraHHs HOMY.

Pe3ynbTaTn mocaigkennsi. Bukianene y BCTYII IEPEKOHINBO CBITYHUTH HA KOPUCTH BHC-
HOBKY TPO T¢, IO B VYkpaiHi sKpa3 «po3nBiTae» Kidep3nounHHICTh. Ha0UHIMHU YHHHIKAMH [IOTO,
3BICHO, € sIK OaHaJbHA 0e3TYpOOTHICTH 1 HEOOI3HAHICTh TPOMAISTH, & TAKOXK 3aHA/ITO Ji0epalbHe i
HeIIOCKOHAJIe KpUMiHaJIbHE 3aKOHOJABCTBO y cdepi KibeprmaxpaiicTBa. AJe iCHy€e HU3Ka BaXKITHBI-
MMX 1 ORI IT00ATPHNX YMHHMKIB. Take CTAaHOBHIE CIIOHYKAa€ HAyKy KPUMIHOJIOTII 0 BUBUCHHS
IILOTO SIBUINA, PO3BUTKY KaTETOPiajIbHOTO anapary TOLIO.

Mu BBaxa€eMO, 110 KiOEP3JI0UNHHICTD — 1€ CYKYIHICTb 3JI04MHIB, YUHHEHHX Y KiOeprnpocTopi
3a JIOIIOMOTOI0 200 3 OIOCEPEIKOBAHUM BUKOPUCTAHHSIM KOMIT FOTEPHHUX CUCTEM 200 KOMIT FOTEpHUX
MEpeX, a TAKOXK 1HIIUX 3ac00iB IOCTYIy 70 KiOepmpocTopy, y MeKaxX KOMIT FOTEPHUX CUCTEM a0o
MEpEex, a TAKOXK MPOTH KOMIT FOTEPHUX CUCTEM, KOMIT FOTEPHUX MEPEXK 1 KOMIT FOTEPHUX JaHHX.

BinzHaunMo, 1o 3ampornoHOBaHAa HaMKM HaykoBa Je(iHillis BiAMOBIIAaE KPUTEPIsAM EKC-
neptiB OOH. Ha ixHIO AyMKY, TEpMiH «KiOEp3JIOYHHHICTBY OXOILUTFOE OY/b-SKUH 3JI0YHH, SKHMA
MOYe BiJIOyBaTHCSI 32 JIOTIOMOTOIO KOMIT FOTEPHOI CUCTeMHU ab0 Mepexi, y MeKax KOMIT FOTepHOI
CHUCTeMH a00 MEpei YM MPOTH KOMIT IOTepHOI cucTteMu abo mepexi. OTxe, 10 KiOep3I04nHIB
MOXe OyTH 3apaxoBaHUH OyIb-SKWil 3TOYHMH, YYMHEHUH B €ICKTpOHHOMY cepenoBui [2]. ITo-
HATTS «KIOEP3JIOUMHHICTE» 1 «KOMIT FOTEPHA 3JIOYMHHICTB» JyXe OJHM3bKi OJHE 10 OJHOTO,
ane He CHHOHIMIuHI. TepMiH «KiOEp3TOUMHHICTB» OLTBII IIMPOKUN 3a 3MICTOM, HIX TNOHATTA
«KOMIT IOTEpHA 3JI0YMHHICTBY», OCKUIBKH IMO3HAYAE 3IIOYUHHICTD, IIOB’3aHY SIK 13 BUKOPUCTAHHIM
KOMIIT FOTEPIB, TaK 1 3 BUKOPUCTAHHAM 1H(POPMALIITHUX TEXHOJOrIH 1 00abHUX MEPEX, TOA1 K
TEPMIH «KOMII IOTepHA 3IIOYHHHICTE) YKHBAETHCS TUIBKU IO 3JIOYHHIB, SKi BiIOYBAIOTHCSI IPOTH
KOMIT FOTEpiB 200 KOMIT FOTEPHUX JaHUX. Y MDKHAPOIHIM 3aKOHOJABCTBI aHAIOTIYHO BKUBAETHCS
TEpMiH «cybercrime», ofHak He «computer crime» (KoHBeHIIis TIpo KiOEP3JIOUNHHICTD, IPUIHSITA
Panoro €sporu 2001 poky, parudikoBana Ykpainoro B 2005 porri). Jlo peui, 1 unnHMA KprMiHaib-
HUl kojeke Ykpainu (po3ain XVI «3mounHu B cdepi BUKOPUCTAHHS €IIEKTPOHHO-00UHCITIOBAIb-
HUX MaIluH (KOMIT IOTEPiB), CUCTEM Ta KOMIT FOTEPHHUX MEPEK 1 MEPEeXk EJIEKTPO3B’A3KY») TAKOK
noTpedye 3aKOHOIaBYMX TEPMIHOJIOTIYHUX IPABOK.

CbOrofiHi JKepTBaMU 3JI0YHUHIIB, KOTPI 3JI0YMHHO OPYAYIOTh y BIPTyalbHOMY MPOCTOPi, MO-
JKYTh CTaTH HE TUIBKM OKpeMi rpoMaisiHy, a i nepxaBu. CTaTUCTHYHO KUTBKICTh 37I0YMHIB, 1110 BUH-
HSIOTBCS B KIOEPIIPOCTOPI, 3pOCTaE MPSIMO MPONOPLIHHO KUIBKOCTI IHTEPHET-KOPUCTYBauiB (HanpH-
KJiaJl, MoA0 KUTbKOCTI KopucTyBadiB: 2008 pik — 1,5 mupn oci6, 2013 pik — 2,3 mupa ocio, 2015
pik — 3,4 MIIpJI 0ci0, 3a mporHo3amu Qaxisuis, 10 2017 poky HocTym OTPUMAIOTh omm3pko 70% Bin
3arajibHOT KUTBKOCTI HacesieHHs cBiTy) [3]. Takoxk BapTO 3raJIaTh Ipo IiHY KiOep3JI0YMHHOCTI B 11 K-
HaMiIi 3a octanHi pokd. Tak, Symantec — KOMITaHis, 0 CTICIai3y€eThCsl Ha pO3pOOIIi MPOrpaMHOTo
3a0e3neueHHs B Tamysi iHdopmMariitHoi 6e3nexn i 3axucTy iH(popMarlii, HaBOIUTH Taki AaHi: 3a 2012
PIK BiJ Aiif KiOEP3ITOUHMHIIB MOCTPAXKAATH 556 MITH KOPHCTYBAUiB «yCECBITHROI MaByTHHWY». CyKyITHi
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BTpatu ctaHoBUIM O1m3bko 110 mups monapis CILIA. Y cBoili 3BiTHOCTI 32 2015 pik KOMIaHis Haa€e
CYCILJICTBY YSIBIICHHS IPO IIHOBY TIOJITHKY, SIKa ICHY€ Ha TIHOBOMY PUHKY TIPOTHIIPABHUX TIOCITYT
(manpuxnan, Ddos araku — Big 10 mo 1000 nonapis CILIA Ha neHs, po3poOka mikimBoro 113 mis
KPaJDKKH TUIATDKHUX pekBi3uTiB — 3 500 momapis CLUA, BUKOpHCTaHHS CHIaMy sl 3aBOJIOMIHHS
1000 e-mail — Bix 0,5-10 monapis CLLA, inmn He MeHII LikaBi BimoMocTi) [4]. A 3a migpaxyHKamu
Mcafee, Incorporated — nigpo3niny amepukaHcbkoi koMmmanii Intel Security, Brpartu Bif Kibep3nouuH-
HocTi 3a 2013 pik gocsrm Bxe S00 mupa gomapis CHIA [5].

OpnHak HailOinbla YacTHHA KiOEp3JTOYMHHOCTI 3aJIMIIAETHCS 1032 MEXKaMH CTaTUCTHKH.
Mo’KHa TOTOAUTHCS 3 AYMKOIO, IO B OQIIIHHY CTAaTHCTHKY HOTPAIUIIE B HAWKPAIIOMY BUTIAIKY 10
20% 37M0YMHHMX IisiHb, a TO i MeHmIe. Y Hamii kpaini 3a 2009 pik Oyino 3apeecTpoBano 96 3109n-
HIB Y cpepi BUKOPUCTAHHS €IIEKTPOHHO-O0YMCITIOBAIBHUX MAIIMH (KOMIT' FOTEPIiB) B aBTOMATH30-
BaHUX CHCTEMaX, KOMIT I0TepHUX Mepexax, y 2010 porti — 87, y 2011 poui — 67,y 2012 pori — 83,
y 2013 pomi — 408, a y 2014 pomi — 140 3mounHiB, BinmoigHo [6]. Taka «koIMBanbHa» CTAaTUCTHKA
OYEBUIHO HE KOPEIIOE i3 TMPOrPECUBHUM 3POCTAHHIM KIJIBKOCTI IHTEPHET-KOPHCTYBaUiB, TEMIN
SIKOTO 3HAYHO TPUCKOPUIIMCS 3 MACOBUM YMpPOBaKeHHAM 3G TEXHOJOTIT nepeaaBaHHs JaHuX i
HaB’sS3aHUM BUPOOHHKAMH TOTAJIbHUM IEPEXOIOM 3arajly KOPUCTYBadiB MOCIYT PyXOMOTO TOJI0-
COBOTO 3B’sI3Ky Ha HOBWII TEXHIYHUW PIBEHb MMOPTATUBHUX KOMII IOTEPiB (cMapT(]oHiB), 3aMicTh
(YHKITIOHATFHO OOMEXEHHX, ajie TOCTATHIX U1 MOTPed MBOr0 CETMEHTa CIIOXKHMBAYIB IPOCTUX
«3BOHIJIOK» (TIEHCIOHEPH, MAJIOJIITHI, )KUTEJI CUTLCHKOI MICIIEBOCTI, 0COON HU3BKOTO OCBITHHOTO 1
npogheciiHOro piBHS TOIIO). YBaXaEMO, IO CbOTOHI O(iliiiHa CTATUCTHKA BiOOpaXkae ax HisK
HE CTaH KiOep3IIOYMHHOCTI, a CKOpiIle cTaH ii peecTpailii abo ctaH crpol 11 peectparrii.

CorrianbHi BTpaTH BiJ KiOEP3JIOYMHHOCTI BPaXKarOTh. 32 €KCIIEPTHUMH OIlIHKAMH, €KOHO-
Miku Kpain Benukoi aBamisitku (G20) Brparuiu 3arajioM Oau3bKo 2,5 MITH poOOYMX Micllb Yepes
MOUIMPEHHS KOHTpa(aKkTHOI W MipaTchKoi MPOAYKILii, a Ypsau il CIOXKUBadi BTPavaroTh uepes Ki-
Oep3nounHIiB 70 125 mupn gomapiB CLLIA momatkoBux HaaxokeHb mOpoky [7]. Excneptu i3
CILIA ouiHIOI0TH 30MTOK €KOHOMIIIi CBOET KpaiHU Bi KpaaiKOK iHTeNeKTyanbHo1 BracHocTi B 300
mipa ponapis CLIA mopiuno, mo Bianosigae 1% BBII kpaiuu [8]. [H1ui nocnimpkeHHs, siKi IpOBO-
nuick y Hinepmanaax, BenukoOpuranii i HiMeuunHi, HaIar0Th CXOKi 32 PIBHEM OI[IHKH BTPaTH
BBII nmx kpain. 3 yce OUThIIMM NONIMPEHHSIM IHTEPHETY i PO3BUTKOM iH()OpPMAIIHHUX TEXHO-
JIOTif PH3WK TaKWX BTPAT, CYIyTHI PU3HKH ¥ €KOHOMIYHI 30MTKH OyIyTh 3pOCTaTH €KCIIOHEHTHO,
SIKIO Oe3reka i cTabiIbHICTh CHCTEMHU He Oy/lIyTh 3aKIJIaJIcHI B caMy OCHOBY CTpareriid yrposa-
JOKYBaHOI 1H(popMaiiiHol MoaepHi3allii.

B Vkpaini TepuropiaqbHUNA pO3MOALUT IOTO BUIY 3TOYMHIB CXEMaTHYHO TaKWA: HalO1IbIIa
KUTBKiCTh 37104nHIB 32 nepiog 2009-2012 pokiB Oyna 3apeectpoBana B J{HinmponeTpoBcebkiii, Jlo-
HelpbKii, 3anopizbkoi odnactsx, a B 2013-2014 pokax — y mictax Kuis, Ozneca, J{HinponeTpoBChK.
B okpemux obmacTsax YkpaiHu Taki 3JI0YMHU HE PeecTpyBaIUCs B3araii (XMeIbHHIbKA, 3aKaprar-
cbka, UepHiBerbka 00macTi).

Ha okpemy yBary 3aciyroBye Takuid IPOTHUIIPABHUN (PEHOMEH CYy4acCHOCTI, K «KiOepBiid-
Hay. Hi 17151 KOro chOro/iHI He € 0COOIIMBUM CEKPETOM TOH (DaKT, 10 JaBHO B iHTEPHET-TIPOCTOPI
TOYUTHCS OOPOTHOA 32 CBIJIOMICTh 1 HACTPOT IPOMAJISIH, MPAKTHKYETHCS PI3HOTO POJIY INMTUTYHCTBO.
[pwuiiasTTs YKpaiHor Buiesraganoi Crparerii, BiTHOBICHHS JOKTPHHU KibepOe3neku B PO, Ha-
Mipu kpain mig nanyBaaHsM OOH migmucaté TOKyMEHT i3 yMOBHOIO Ha3Boo «llakT mpo emnek-
TPOHHMI HEHATa ]y JHIIE MiATBEP/IKYIOTh (haKT 3aHEIOKOEHHS i MOOOIOBaHHS ypsiiB KpaiH CBi-
Ty B 1iif cepi. [loTyxHa araka B kiGepnpocTopi 34aTHA MapaizyBaTu i 3a0J0KyBaTH HAHOIIbII
BaXJIMBI CETMEHTH TEJIEKOMYHIKaliiHOI MepexKi B KpaiHi, AecTadiizyBaTu OaHKIBCbKY CHCTEMY
Ta EKOHOMIKY JIep)KaBH 3arajoM. SIK MpHKIax MOXKHA 3rajaTH JOBOJI YacTi aTaku Ha (piHAHCOBI
YCTaHOBH (CalTH, BHYTPIIIHI MEPEXi, CTBOPCHHS CaWTIB-IBIMHUKIB /I BUKpaJCHHS KOH(IIeH-
MIHHUX JJAHKX ), YPSIOBI 3aKkiaau (Tak, y 2014 pori B YkpaiHi OyB cepito3Ho arakoBanuit LleHTp-
BHOOpUYKOM), 00’ ekTH iH(ppacTpykTypH (y 2015 pomi BiakimoueHHs: enepromepexx A3C B Ykpaini
MOSICHWIIM KibepaTakoro). SICKpaBUM MPUKIIAJIOM, SKHI UTIOCTPY€E HeOEe3IeKy Ha HaJIepKaBHOMY,
CBITOBOMY piBHi, € iCTOpis 13 BipycoM «Stuxnet», IKUil OyB CTBOPEHHH JJISI 3HUIICHHS SIIEPHUX
HeHTpHudyT ipaHCchKoi siaepHoi mporpamu. Yepes HU3Ky HOMIJIOK Y TPOTrpaMax BiH MPOHHUKAB Y CH-
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CTeMy KepyBaHHs U BIINPABISAB ABUTYHAM IICHTPUQPYT KOMaH/IH, 110 MPU3BOIMIN BUXIJl OCTaHHIX
i3 maxy. HaBpsin 9m BapTO MOSICHIOBATH MOTEHIIHHY 3arpo3y MOTPAIUIIHHS TaKOTO IMPOTPaMHOTO
MIPOYKTY y BOJIOMIHHS Oy/Ib-IKOI TEPOPUCTUYHOT opraHizaiii. [1iJ] 3arpo30t0 OMUHHUINCH TAKOK 1
YCTaHOBU OXOPOHH 3/10pOB’sl. BOHM KPOKYIOTh y HOTY 3 4aCOM i CMIIMBO BIIPOBAKYIOTH y CBOIO
iH(PACTPYKTYpy HOBITHI TEXHOJOTI], sIKi JaIOTh 3MOTY MOJIMIINTH SIKICTh 0OCIyrOBYyBaHHS, J0-
CATTU MYJBTUKEPOBAHOCTI METOMIB JIIKYBaHH:I, IUCTAHIIIIHO CTEKUTH 32 CTAHOM 3[J0POB’Sl CBOIX
nanientiB. He3axaroun Ha Bech Liel mporpec, TYT iCHY€ 3BOpOTHUH Oik menami. Jlo momiOHuX
TEXHOJIOT1H (HanpuKJia, eleKTPOHHI KpaneabHHI, KapAiOCTUMYISATOPH) MOXKIMBO O/IEPKaTH He-
CaHKIIIOHOBAHUH OCTYI, 1 3p0OUTH HEMOIpaBHE — MO30aBUTH JIIOIMHY KHUTTA. YCIM 3HaioMa i
MIMPOKO PEeKJIaMOBaHA Ha CHOTOIHI cucTeMa «Po3ymMHHI OyIHHOK», sSiKa Kepye BaIluM OyIHHKOM
(kBapTHPOIO 200 0icoM), 3BICHO, 3a0IAKY€E Balll Yac, KOIITH Ha ONAJICHHS U eJIeKTPOCHEPTilo.
Jlucranniiine BiAKpUTTSA OHU(POBOTO 3aMKa, JOCTYI 1O BCTAHOBICHUX KaMep CIOCTECPE)KCHHS,
OJIepKAHHS JIOCTYITY JIO CUTHATI3aIi1 (71 1 BIKITFOYSHHS ), KpaiiKka U(POBUX JaHUX, IHCIICHY-
BaHHS MOXEXI, 3aTOIUICHHS MPUMIIIEHHS Ta 1HII Herapasau — yChOro JIMIIE Majla YacTHHA I[iHU
Iporpecy y BUMAJKY 371aMy Ifi€i cucTeMu.

OpuH 13 HaltHeOe3MeuHIMX PI3HOBUIIB KiOep3104MHHOCTI — KibeprepopusM. Ha BiaMiny
BiJl TPAJHILIAHOTO, el BHUI TEPOPU3MY BHKOPHCTOBYE B TEPOPUCTUYHUX AKINSIX HOBITHI TOCAT-
HEHHSI HAyKH 1 TEXHIKH B Tally31 KOMIT FOTEPHHX 1 iHHOPMAIIHUX TEXHOJIOT1H, paaioeIeKTPOHIKH,
TeHHOT 1HXeHepi, iMyHonori'l' HuHi icHye Ge3iid TAKTUYHUX CXEM, Y MEXKax SKUX TePOPUCTUYHI
TPYIH BUKOPHCTOBYIOTh IHTEPHET y CBOIX HIJISIX (30ip Tporeit ms Hl,Z[TpI/IMKI/I TePOPHCTHYHHX Y-
XiB; CTBOPEHHS CalTiB i3 TOKJIATHOIO 1H(bopMau1€IO mpo TepopI/ICTI/mHl pyxu, iXHi IiTi  3aBIaHHS,
ny6nn<au1;1 Ha IMX caiTax JaHWX IPO Yac i 3yCTpii JroeH, 3a1iKaBICHUX Y ]'I]}];TpI/IMI_Il TepopHc-
TiB; BUKOPUCTAHHS IHTEPHETY JUTs1 iHPOPMAIIHHO-TICUXOJIOTIYHOTO BIUIMBY, Y TOMY YHCJI1 1HITTiaIis
«IICUXOJIOTIYHOTO TEPOPU3MY», TOIIIO).

InTerpyBaHHs iHHOBAIIMHUX TEXHOIOTIN Y IPOMUCIIOBICTh BUMAra€e BICOKOTO piBHs Oe3me-
KM, TOMY I1I0 Y BUIIAJIKy HECAHKIIIOHOBAaHOTO JIOCTYIY B CUCTEMY BUPOOHMLITBA BUHUKAE 3arpo3a
MacoOBOTO 3a0py/JHEHHS HaBKOJHMILHLOTO CEpelOBHILA Ta HABITh 3arpo3a 3aruodesi MpauiBHUKIB 1
MOSIBU TEXHOTCHHUX JKePTB cepen HaceneHHs . CydacHHX aBapiifHO HeOe3NeuHHX BHPOOHUIITB B
VYkpaiHi 0CTaTHhO: AaTOMHI €JIEKTPOCTAaHIIi, XiMIYHI BUPOOHHUIITBA, CKIIaTH OCOOITMBO TOKCHYHHUX
1 OTpYHHHX PEUOBHH, BIHCHKOBI 00’ €KTH.

BukiazeHi BUIle 0OCHOBHI HapsiMH Kibep3arpos Jijis CyCITibCTBa, MOTPH 1X 30BHIMTHIO Pi3-
HOMAHITHICTS (Bl 0aHKIBCHKOTO IIaXpaiCTBa 10 TEPOPHU3MY ), MAIOTh, HA HAIITy JTyMKY, OJHY IIPUH-
IIUIIOBO CXOXKY pucy. KiGep3mounHHICTh — Ii¢ SIBHIIE, SIKE 32 IPUPOJOI0 CBOTO iCHYBAHHS IpaK-
TUYHO BUKJIIOYA€ IHAUBIAYaTIbHY 3II0YMHHY [0, KA TPUBAIUI yac po3IIsIaach y PaAsSHCBKIH i
MOCTPAASHCHKIM KPUMIHOJIOTIT Yepe3 Mpu3My MeXaHi3My iHAWBITyalbHOT 3JI0Y4MHHOI ITOBEAIHKH.
Takok MH HE MOXKEMO B IIbOMY IMUTaHHI OOMEXHUTUCH YSABICHHSIMH PO TPAIHULINAHY CIIBy4acTh
y 3JI0YMHI 4M i OUIBII JIeTalli30BaHi KPUMIHAJILHUM 3aKOHOM (OPMH, OCKUIBKH TaKUi MOV
MITYYHO CTPUMY€E KPUMIHOJIOTIYHUH OIS Ha MPUPOLY KiOEp3IOUMHHOCTI. Yci HaBeleH1 (popMu
1 crmocoOu BYMHEHHS KiOep3JI04MHIB, 3100yTI HAMH E€MITIPUYHUAM IIUISIXOM 13 BIIKPUTHX JKEPEIT,
CBIJTYaTh MPO «HAATPYIIOBUI, KOPIIOPATUBHUN XapaKTep KiOep3JIOYMHHOCTI, SIKUH SICKPaBO -
KPECIIOETHCS X TPaHCHANIOHATBHUMH BUsABaMH. CydacHa KpUMIiHOJIOTiA 3i0pajia 1me He[0CTaTHRO
BiJloMOCTel Mpo 0coly KidepsnounHIs. OIHAK MOXKEMO BBaKATH, HAWOUIBIIT PE30HAHCHI, MaCIII-
TalOHi, TAKKI 32 HACTIIKAMH 1 HEPO3KPUTI KiOEP3I0YMHU OUEBUIHO BUNHSIOTHCS HE OJMHAKAMH —
«3JIOYNHHUMHU POMaHTUKaMu». OCTaHHI, MOXKIIUBO, iICHYIOT, ajie B KaracTpo(iyHiii MEHIIOCTI Ha
TIIi 3arajabHOT KUTBKOCTI 100pe opraHi3oBaHuX, CINIAHOBAHUX 1 MPO(diHAHCOBaHUX KiOEP3JI0YMHIB.
CIipaB)KHIO X 3arp0O3y CTAaHOBILITH Ti 3JIOYMHU Ta 3JI0YUHIII, 32 SKHMHU BOAYa€THCS KOPIIOPATHBHUH,
TpaHCHALIOHAIBHUH, TCOTONIITHYHHUN IHTEpEeC: MPOMHUCIIOBE 1 BiliCHKOBE IIMTUTYHCTBO B TaTy3i BU-
COKHMX TEXHOJIOT1H, «BilfHA 32 PO3yMW», YCYHCHHS KOHKYPEHTIB Ha PHHKY TOBapiB UM MOCIYT, 00-
pOTHOA 3ITOYMHHUMH METOJIAMH 33 PECYPCHI TEPUTOPIi, 3a JIIEPCTBO B OCBOEHHI HABKOJIO3EMHOTO
TPOCTOPY TOIIO. Tpaaumiiine, SHIMKIIONEIUIHE PO3YMIHHS KOpIIoparii sik 00’ €THaHHS TPUBAaTHUX
KarmiTais i3 HACTYIHUM yTBOPCHHAM FOPHIMIHOT ocoOu Ha CyJacHOMY eTarl CBITOBOTO PO3BHUTKY
€ HaJITO 3BY)XKEHUM 1 abcTparoBaHuM. BapTo 3BepHYTH yBary Ha JiBi 3/1aBHa BiJJOMi METH CTBO-




Iumanns kpuminanvHozo npaesa, KPUMIHON0ZI Ma KPUMIHATILHO-6UKOHAEH020 NPABA

PEeHHsI KopTiopalliid: oTpuMaHHs NMpUOYTKY (MPUBATHI I[iJI1) Ta IEPEXOIJICHHS OKPEMUX JICPIKaBHUX
¢byskmin (myoumivni i) [9, c. 47—48]. Y KOHTEKCTI TEeHJICHIIIH CBITOBOT m1oOai3aii mo3HavYeHi
i1l KOpriopariii if0Th CHHEPTeTHYHO, B3a€MHO TIIICHITFOFOYHM OJTHA OJIHY: 301IbIICHHS KariTaty
301IBIIy€e BIAAHUI BIUIMB, a 3pOCTaHHS BIaJU MPOLYKY€E MOIMHAHHS 1 MPUMHOKEHHS KalliTaliB.

3 onIsITy Ha HaBEJICHE TOXOIMMO BUCHOBKY, IO CaMe KOPIopallil TepeBakKHO KOHTPOIIIOIOTh iH-
(hopmariitHuii 1 TeXHIYHHUI CETMEHTH «BCECBITHBOI MEPEIKi», aJDKE OUEBHTHO, 1110 32 CBOEIO MPUPOJIOI0
151 Mepeka € HeJIep>KaBHOIO 1 HaJIEp KaBHOIO, 111e He 03HaYae 11 HEKOHTPOIbOBAHOCTI YM AHOHIMHOCTI,
CKoOpille 30BciM HaBHaku. Kopropauii-BUpOOHUKH MPOTrPaMHOIO 3a0e3MeYeHHs i 00YHCITIOBAIbHUX
TIPUCTPOIB B3aEMOJIIIOTH MK COOO0F0, KOHTPOIIFOFOUH CBOI CETMEHTH 1 CTHMYITFOFOUH OfIiH ontHoro. Hibu
JUISL METH TEXHIYHOTO TPOTPeCy, HAKOIMUUYIOThCS BEJIMUE3HI OAHKH JIAHUX TOCTIHHOTO 30epiraHHs, i
BKE 3apa3 YUCHI-IIMBLUIICTH BCEP03 0OTOBOPIOIOTH MPAaBO OCOOHMCTOCTI Ha «IM(ppoBE 3a0yTTs». Yce
niepertiueHe i rmojiioHe B KOHTEKCTI BIPTYalIbHOTO (DYHKITIOHYBaHHSI OCOOM, CKOHOMIKH Ta JICPIKaBH JIA€
HaM IPyHTOBHI IiJICTaBH CTBEPDKYBATH, ITI0 32 MPHPOIOI0 CBOTO MOXOPKEHHS KiOEP3IOUNHHICTE HE €
CTUXIHHUM SIBUIIEM, SIKE, 32 TPAJUIIIHHOK KPUMIHOIOTIYHOK CXEMOI0, HIOUTO CKITAJA€ThCS 3 HETIOB si-
3aHMX MK COOOI0 1HIUBITyaIbHUX MIPOTUIPABHUX BUMHKIB. CKOpillle HABMAKH: HA PiBHI CYCIIIBHOTO
CBITOBOTO YCTPOIO 1€ CUCTEMA IIINIECTIPIMOBAHUX JIild, KOHTPOJIbOBAaHHUX 1 OPraHi30BaHUX Ha HAJJEP-
JKaBHOMY, TPaHCHALIIOHAILHOMY piBHi. /lepikaBa sk yTBOPSHHS KJIACHYHUX BIATHUAX IHCTUTYTIB 4acTo
3AIUIIAETBCS «TI03a TPOIO» B HAMATaHHAX IPOTUCTOSATH KiOEP3TIOYMHHOCTI, OCKUTBKH «IIOJIE TP €
TIPUBATHAM, OJJHAK IIIKOJIA 3aBIA€THCS TOTaJ bHA — HAIllOHAIBHA, MDKHAPOIHA, CBITOBA.

Haamipy BHCOKOIO € JIATCHTHICTh KiOEp3JIOYHHIB, 1 IiI 00CTaBUHA ICTOTHO TEPEINKOKAE
SIK HAYKOBOMY OCMHCJICHHIO SIBUINA, TaK 1 MPAaKTUYHIA 00poThOi 3 HUM. [leprodyeproBumMu 4mH-
HUKaMU JIATEHTHOCTI BBa)KaeMo Taki: 1) cirabKy OCHAIICHICTh MPaBOOXOPOHHUX OPraHiB 3acoda-
MH KOMIT FOT€PHOI TEXHIKH, HU3bKa KBali(ikamis CHiBpOOITHUKIB MPABOOXOPOHHUX OPTaHiB. 3a
YMOBH TPAaHCHAI[IOHAJIIHOTO XapakTepy MiSHHS HaBiTh TeXHIUHA (hikcamis camol 3JTOYMHHOIL Aii,
HACJI/IKIB 1 3B’SI3Ky MK HUMU NIEPETBOPIOIOTLCS HA CepHO3HY NMpobieMy; 2) BUCOKUI PiBEHb TEX-
HIYHO1 KBamiQikamii i TEXHIYHOTO IPUKPHUTTA 0Ci0, SIKi € BUKOHABLISIMH 3JI0UHHY.

BucHoBku. Sk 0OIpyHTOBYBaJIOCH BHIIE, KiOEp3MOYMHHICTH MA€ 3a CBOEI MPUPOJIOIO
TpaHCHALIOHAIBHUH 1 KOPIOPAaTHBHUK Xapakrep. Po3yMiHHS reHe3uCy IBOr0 BHAY 3II0OYHHHOCTI
CTaBUTH Mepel HayKaMH COIIaJIbHOTO Ta IOPUANIHOTO HATIPSMY, Y TOMY YHCII IIepe HayKoIo KpH-
MIHOJIOT11, KOMITJICKCHE 3aBIaHHS IIIOJI0 MEPIIOYSPTOBOIO CTBOPEHHS JIEPKaBHUX KOHIIETINH Ki-
OepOe3Iiekn JiepikaBH, 3aKPITUICHHS MMOHSTTS, MICIIsl i HOPM JIEP>KaBHOCTI B KibeprpocTopi, a Ha iX
OCHOBI — cTpaTeriii 60poTHON 3 KiOEP3MOUMHHICTIO, YKUTTS PIlIydNX OpraHi3amiiHuX, HOBATOp-
CHKHUX Jii II0/I0 CTBOPEHHS CIICIiali30BaHUX MOMIIEHChKUX MiApo3aitiB KibepOe3neku. Sk 3a3Ha-
4aJioCh, LIe 3aBAaHHs KomIuiekcHe. Tomy (axiBIsIM-HayKOBLSIM NOTPiOHO Ha YINEpemKeHHs Po3-
[JIs11aTH HEOOX1IHICTh YHECEHHS 3MiH 0 CHCTEMOYTBOPIOBAIIbHUX 3aKOHIB 1 KOHCTUTYIIH JAepiKaB.

Ha cyuacnomy erami 60poTs0a 31 3JI04MHHICTIO 3 BUKOPUCTAHHSAM MIDKHAPOJHUX KOMII 1O~
TEPHUX MEPEX YCKIATHIOEThCS, 32 olliHkaMu excrieptiB OOH, yHaciigok TprOX OCHOBHUX IPH-
quH: 1) U po3CIiAyBaHHs 3J0YMHIB B IEKTPOHHOMY CEpPEJIOBHILI MOTPIOHI ClrieliaibHi 3HAHHS
1 JTOCBiJ; 2) IHTEPHET SIBJISIE COOOI0 BIIKPHUTE CEPEIOBUIIIE, 110 HAA€ KOPUCTYBaYaM MOXKIIUBOCTI
BHKOHYBATH TIEBHI JIii 32 MeXaMu KOPJOHIB JIepKaBH, ITHOPYIOUH TEPUTOPIabHy KPUMIHAIBHY
IOPUCAMKIIIIO; 3) BIAKPHUTI CTPYKTYPH MIKHAPOAHUX KOMIT IOTEPHHUX MEPEX AAIOTh KOPHCTyBadyam
3MOTY BHOMpATH JUIs CBOTO (Di3MYHOTO TepeOyBaHHs Taki KpaiHW, Y SIKUX IiSHHS, YIUHCHI B €JIeK-
TPOHHOMY CEPEAOBHIL, HE TATHYTh BiANOBiAaIbHOCTI. HasBHICTE «iH(pOpMaNiHHIX MPUTYIKIBY»
MOXKE CTPUMYBATH 3yCHJUIS 1HIIMX JEpXkKaB MI0N0 OOPOTHOM 31 3J0YMHHICTIO 3 BUKOPUCTAHHIM
KOMIT IOTepHUX Mepex [2].

[TepcnexTuBHO HEOOXI THI pa,I[I/IKaJ'H)Hi 3aX0JIM 3arajabHOCOIIATFHOTO ¥ CHeIiaIbHO-KPUMi-
HOJIOTIYHOTO XapakTepy, CHpﬂMOBaHl Ha 03/10POBJICHHS COLIAIBEHOTO CepeIoBHIIa MPOKHBAHHS
JIONeH, TIOCTYTIOBA 3MiHA i7ICOJIOTI] JIFOICHKOTO iICHYBaHHI BiJl Opi€HTAIlil Ha CIIOKUBAHHS W CO-
[MiaJIEHUH MTapa3uTH3M 0 YCTaHOBKY HA CAMOBIOCKOHAJICHHS OCOOHMCTOCTI I COIiaibHy KOPHUCTD
ICHYBaHHS 1HIMB1/1a, (HOPMYBaHHS 3aKOHOCIYXHSHOTO TPOMAJISTHUHA, & TAKOXK Ha ONIepaTHBHE IPO-
(eciiine BTpy4YaHHS B 3JI0YMHHY JIisUIBHICTB. bararo i3 1ux 3axoJliB TPUBAJIi, EKOHOMIYHO OOTSIK-
JIMB1, BUMAraloTh HETPAAUIIIITHOTO MiIX0Ay ¥ HOBUX 11COTOTIYHNX ACP/KaBHUX pimeHb [1].
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[Torpo3u kiGep3TIOYMHHOCTI peabHi i CTarOTh yce OiIbIl cepio3HUMH. BuHUKae HE0OXi -
HICTh NMPABOBOTO BPETYIFOBAHHS MUTaHb KiOEPOE3NEeKH SIK Ha HAI[IOHAIBHOMY, TaK 1 Ha MIXXHAPOJI-
HO-TIpaBOBOMY piBHSX. B YkpaiHi 3apa3 BiICyTHI KOMITIEKCHI JOCTI/DKEHHS 3 TIHTaHb KiOep3io-
YUHHOCTI K SBHIIA, 1[0 OXOIUTIOIOTH COOOI0 BECh CIIEKTP 3JIOYHHIB, YUMHEHUX Y II00AIBHUX
iHhopMmatiiftHuX Mepexax. JlocmiKeHHs MoKa3ye, 10 cepell 3aXO/iB 3arno0iraHHs 3JI04YMHAM Y
KibeprnpocTopi HAUOLIBII ieBUMH BapTO BBAXKAaTHU TEXHOJIOTIYHI, OpraHi3alliiiHi i IpaBoBi KOMII-
nexcu. Ilepuri kpoku 3poOieHi, 1 cnoxiBaEMOCh, IO CTBOPEHHA Kibepmouilii B Haimiil aep:kasi
BIUIMHE Ha PIBEHb LIUX 3JIOYMHIB, MIATBEPIKEHHSAM YOTO CTaHYTh MO3UTHUBHI 3pYLIEHHS B OQiLliii-
HUX CTaTHCTHYHHX JDKEpeIax.
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