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Abstract  

Every society is always plagued by the ills of unwanted practices, and these ills constitute detrimental for the development of the society. One of 
this defect of the society are corrupted offences that have jeopardized the smooth functioning of every stable society. This research delves into the 
sociocultural phenomenon of corruption, focusing on combating corruption criminal offenses under martial law in experience in Ukraine. The 
relevance of this topic is due to the fact that combating corruption is one of the priority issues facing Ukrainian society today. In general, the 
concept of corruption was known in the early stages of human civilization. Over time, the society needed to counteract this phenomenon, which 
could only be realized if there was effective anti-corruption legislation. In the context of a fierce confrontation with the aggressor, the need to save 
lives, preserve the nation and territorial integrity, intolerance to any illegal manifestations in the state, especially corruption, is very acute. Today, 
the issues of preventing and combating corruption remain extremely relevant. During the period of martial law, corruption is a factor that poses 
a real threat to national security, strengthening democracy, enhancing the country's authority in the international arena and further development 
of the state as a whole. Given the current situation in Ukrainian society, it is urgent to find ways to improve anti-corruption legislation and anti-
corruption infrastructure. Special attention should be paid to the need to improve the effectiveness of training of specialists in the field of preventing 
and combating corruption.   
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INTRODUCTION 

Corruption is a global negative socio-political phenomenon, which can occur in any state in the world and 
derives from the state’s system and ethos, development, politics, economy and culture. Corruption undermines 
the sense of justice in society, people’s confidence in their public institutions and undermines checks and 
balances that should protect society. It threatens peace, creates conditions for illegal behaviour and promotes 
the flourishing of shadow relationships. Corruption affects how administration in all sectors functions and is a 
major barrier to economic growth and good governance (Teremetskyi et al., 2021; Reznik et al., 2021). 
Corruption as a phenomenon is one of the most widespread problems in the modern world, which negatively 
affects the normal development of the state. That is why any country that has chosen the path of democracy 
strives to eradicate corruption in all areas of the state apparatus and society as a whole (Makarenko, 2020; 
Iasechko et al., 2020; Bondarenko et al., 2019; Tykhonova et al., 2019). The modern period of development of 
an independent, democratic, rule-of-law state is impossible without the creation of an integrated system of 
effective legal mechanisms for the protection of the rights, freedoms and legitimate interests of individuals. 
Today, one of the priority functions of the state, and at the same time an important task, is to combat criminal 
offenses. Of course, countering corruption-related criminal offenses is no exception, as corruption is perceived 
by society as a negative phenomenon that affects all aspects of the political and socio-economic development 
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of the state, threatens the development of democracy, undermines social justice, and harms national security 
and interests. This situation undermines the foundations of the ideology of the rule of law, which is why it is 
important to introduce effective national legislation to combat corruption offenses. Moreover, in the light of 
European integration processes, the activities of state bodies should be based on such principles as the rule of 
law, legality, equality before the law and the court, respect for human dignity, ensuring the right to liberty and 
security of person, presumption of innocence and ensuring proof of guilt, freedom from self-incrimination and 
the right not to testify against oneself, close relatives and family members, prohibition of bringing a person to 
criminal liability twice for the same offense, ensuring the right to defense, adversarial parties, etc. 

At the current stage of the continuation of the reform of the national anti-corruption legislation of Ukraine, it 
is advisable to revise such views taking into account positive foreign practical experience and international legal 
standards. Of course, the legal validity of the current stage of development of our state requires radical changes 
in the field of combating corruption criminal offenses. Truly we do understand that there is no perfect society, 
and these corrupted practices will always have a place in the society, but what we need to understand is all about 
the after effects or devastations this might cause in the society. The fact that the State of Ukraine has put in 
place credible laws and over lapping institutions in combatting this plague of corrupted offences which 
constitute a threat to the development of this State, there will always be that need in redressing and combatting 
this epidemic plaguing the State. One thing of huge interest is putting in place credible laws, the other is in 
ensuring the implementation of these laws, as there will always be a hindrance if not well combatted.  

METHOD 

Research methodology is a way of systematically solving the researched problem. It can be interpreted as a 
science that studies how scientific research is conducted (Bondarenko, 2023, р. 168). The specifics of the 
research subject, its purpose and tasks determined the use of general scientific and special methods of scientific 
cognition. In general, during the writing of the article, the authors used modern methods of scientific 
knowledge, which made it possible to meaningfully rethink views on combating corruption criminal offenses. 

The dogmatic method made it possible to analyze scientific studies devoted to general problems of corruption 
as a socio-cultural phenomenon. In order to understand the essence of corruption as a complex multifaceted 
phenomenon, the method of materialistic dialectics was applied. The authors came to a balanced understanding 
of corruption criminal offenses as a relatively independent crime, the commission of which negatively affects 
the development of all spheres of social life. Corruption is an antisocial legal phenomenon, therefore the state 
must prevent any of its manifestations. 

During the analysis of the specifics of combating corruption criminal offenses, general scientific (method of 
analysis and synthesis, systemic method, hermeneutic method, classification method) and special methods of 
scientific knowledge were used. Thus, the method of analysis made it possible to single out the main essential 
signs of corruption. With the help of the synthesis method, a single integral description of the essence of 
corruption as a socio-legal phenomenon was created. The systemic method made it possible to analyze 
corruption as one of the objectively existing phenomena in social life. 

The hermeneutic method was used during the analysis of the etymological meaning of the term corruption and 
certain provisions of international legal acts, the Law of Ukraine "On Prevention of Corruption". 

Among the special scientific methods used were the structural-functional analysis, comparative legal, logical-
semantic and logical-legal methods. Thus, the method of structural and functional analysis was useful in 
characterizing certain anti-corruption measures, namely the possibility of using OSINT technology in 
combating corruption criminal offenses.  

The article extensively reviews literature from free-access resources such as academic journals, National Library 
of Ukraine named after V. I. Vernadskyi, ResearchUA, Google Scholar, and scientific periodicals of Ukraine. 
The method of generalization helped to formulate conclusions that summarized the conducted research. The 
question is force in posing here is in questioning the adequacy and effectiveness of the methodology used here. 
We do understand that the documentary and periodical records including relevant literatures used, but the issue 
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here is not in examining all these literature put in place, but rather question the adequacy of the literature. From 
all analysis and explanation, one can say the theory has never corresponded to practical, as we continue to 
experience increasing and rampant flow of this so called corrupted offences within the State of Ukraine, and 
the continue increase has really constituted a slow in development in country. The essence here are not just 
examining relevant texts, and other methods of understanding, the issue is in looking at the extend in which 
these offences of corruption has been handled in the country.  

RESULTS AND DISCUSSION 

Today, Ukraine is witnessing the most destructive military conflict in Europe since the end of the Second World 
War. The acuteness of military aggression is difficult to overestimate, because it is accompanied by special 
cruelty on the part of the occupiers (Ablamskyi et at., 2023; Sokurenko et at., 2023). The imposition of martial 
law due to Russia's attack on Ukraine has changed the lives and activities of all segments of the country's 
population and institutions. During martial law, the rhythm of life is disrupted, and people's lives and health 
are threatened. The current situation in Ukraine is characterized by an aggravation of the political situation, 
economic and social crises. Against this background, there is an increase in crime. Crimes cause great damage 
to both individuals and society as a whole. In such conditions, there is a growing need to significantly increase 
the effectiveness of combating crime, improve the quality of law enforcement agencies' work aimed at 
preventing, detecting and stopping crimes in a timely manner, searching for the perpetrators, uncovering the 
causes and conditions that contribute to the commission of crimes, and preventing offenses. To prevent and 
suppress negative consequences, significant forces of executive authorities are involved, a special place among 
which is occupied by law enforcement agencies. 

State security, protection of territorial integrity and national interests have always been a priority of state policy, 
and in the context of martial law, they are of utmost importance, as Ukraine is the center of russian military 
aggression and an outpost for the protection of European democratic values. In order to overcome the negative 
events facing our country, it is necessary to provide their theoretical justifications, formulate definitions of 
certain phenomena and their elements, clarify the conceptual problems of confronting the aggressor and ways 
to solve them, and plan measures for the gradual development of the country after the victory. 

Corruption remains a widespread phenomenon on an international scale. But it cannot be claimed that this 
phenomenon has been fully studied, even at the level of formation of the terminological apparatus. In scientific 
studies devoted to the problems of corruption, it is noted that if we talk about the legal qualification of 
corruption, it is necessary to recognize the presence of many definitions of this phenomenon (Lesko, 2020, p. 
147). The World Bank, UN experts and Transparency International define corruption as "abuse of state power 
for personal gain" (Tyutyugin, Kosinova, 2015, p. 388-389). 

Corruption has become a factor that poses a real threat to national security, democratic development of the 
state and society, and the constitutional order, as it undermines the country's authority, harms the functioning 
of the state apparatus, restricts constitutional rights and freedoms of man and citizen, violates the rule of law, 
and destroys moral and social values. Corruption crime negatively affects society and the state, destroying their 
livelihoods, discrediting the authority of the state apparatus, causing significant economic and political damage 
to the state, practically nullifying the potential effectiveness of any economic and social programs of the state, 
the effectiveness of management decisions.  

The Criminal Law Convention on Corruption defines the latter as active and passive bribery of national and 
foreign officials, judges, members of public and international organizations, parliamentary assemblies, trading 
in influence for personal gain, and bribery in the private sector. Truly there is a need to handle this concept of 
corruption, but it becomes a difficult nut to crack as it has already been a difficult and intense possession in the 
minds of many. Even the so called martial law or practices to an extent poses a problem, as the rate of these 
practices continue to be on the rise in Ukraine and this has really be worrisome as we continue to question the 
future of combatting this crime in Ukraine due to the repercussions and effects that it has caused in the society.  

Prevention of corruption is a part of the national anti-corruption policy, which is united by the national idea of 
overcoming this negative phenomenon, consists in preventing its occurrence and spread, taking effective 
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measures to avert corruption, includes a strategy for the development of public-legal relations to eliminate, 
neutralize or limit the actions of persons , authorized to perform the functions of the state or local self-
government (determinants) of corruption and targeted influence with the help of a set of measures to achieve 
the set goals for reducing corruption in Ukraine, reducing state budget and business losses due to corrupt 
activities, as well as improving Ukraine's position in international rankings, which assess the level of corruption 
(Shatrava, 2017, p. 96). 

The problem of preventing and countering corruption is quite important for modern Ukrainian society. 
Corruption provokes and deepens social crisis phenomena, worsens the image of our state in the international 
arena, leaves a negative impression on economic processes, is an obstacle to communication and establishing a 
dialogue between the authorities and civil society, undermines the foundations of democracy and is a threat to 
the national security of Ukraine. It is precisely because of corruption that our mistrust of the authorities is 
deepening from year to year. Is this a purely Ukrainian problem? Of course not. From time to time in European 
countries, especially after corruption scandals, trust in the authorities also decreases. That is precisely why the 
prevention and counteraction of corruption in Ukraine should be carried out on the basis of cooperation 
between state bodies and institutions of civil society, as it happens in civilized countries. We must be aware that 
the anti-corruption efforts of our authorities were and remain key in maintaining the partnership between the 
international community and Ukraine (Sopilko, Cherevatiuk, 2020, p. 195). Combating corruption is a long-
term process that is, of course, aimed at reducing its manifestations. That is why actions to prevent and combat 
corruption should be complemented by measures to educate the population in the spirit of intolerance to 
corruption, as well as measures aimed at obtaining the support of citizens in the anti-corruption campaign 
conducted by public authorities. The strategic goal of the anti-corruption policy is to combat corruption at all 
levels by increasing transparency of the activities of state bodies, observance of rights and freedoms (Novak, 
2016). We are really congratulating the State of Ukraine towards their responsibilities in combatting these 
corrupted offences in the country, but efforts need to be redoubled as this offence continue to a pandemic in 
the society with increased in its spread. The State of Ukraine really need to do something harder in handling 
this dreadful placement that continue to be menace and threat to the country.  

M. V. Kornienko and V. M. Tertyshnyk (2021, p. 88) emphasize that the problems of combating corruption 
should be solved systematically in a complex of integrative measures of state-political, socio-economic, national-
cultural, informational, criminological, legal and moral and ethical nature. On the other hand, corruption as a 
legal phenomenon can be classified according to various criteria. The main ones are: territorial feature, form of 
commission, time of action, sphere of life, type of legal liability to which a person is brought for committing 
corruption. According to the territorial basis, a distinction should be made between domestic (national) and 
transnational corruption. Depending on the form of corruption, bribery, embezzlement (misappropriation) of 
public funds, clientelism, lobbying, favoritism, nepotism, and state capture should be distinguished. Depending 
on the specifics of the mechanism of corruption, the following types of corruption should be distinguished: 
acceptance of an undue advantage; acceptance of a promise/offer of an undue advantage. Depending on the 
duration of the act, corruption is divided into one-time (single act) and prolonged; depending on the sphere of 
life - into political, economic, managerial, social, legal; depending on the type of legal liability - into corruption 
for which the legislator provides for criminal, administrative, civil, disciplinary liability (Kalienichenko, Slynko, 
2022, p. 45). At the same time, from the standpoint of systemic and structural analysis, as specified by 
criminological science, corruption is perceived, comprehended, defined, and analyzed as an institutional 
phenomenon embedded in the mechanisms of functioning of social institutions and systems. And it is this 
approach, in my opinion, that contains significant cognitive and practical transformative potential. After all, it 
is not so much important which corruption scheme was used by the perpetrator (most of them are identical) as 
the circumstance in which system or institution the corruption scheme is deployed. 

It is no secret that corruption in the military and defense industry poses a direct threat to national security. 
After our victory over the russian federation, we are still waiting for high-profile exposés of top corrupt officials 
who, immediately before and during russia's full-scale aggression, formed stable sectoral and cross-sectoral 
corruption mechanisms. It should be reminded that the idea of liquidating the State Concern UkrOboronProm 
and creating another structure with administration functions in the defense industry, which was not fully 
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implemented due to the war, did not appear out of thin air. Another thing is that the disclosure of information 
about the scale and details of criminal corruption practices in this sector may pose a separate threat to national 
security. However, it should also be understood that corruption of this nature and scale is simply impossible 
without its functional support at the highest political level, which raises the issue of political corruption as one 
of the key problems for modern Ukrainian society and the state. The Law of Ukraine "On Preventing Threats 
to National Security Associated with the Excessive Influence of Persons with Significant Economic and 
Political Weight in Public Life (oligarchs)" (on de-oligarchization) appeared not out of nowhere in 2021. 

The task of legal science is to identify the causes, establish the preconditions and find the most effective 
measures to prevent and specify the means of combating corruption. Unlike corrupt acts, the types of behavior 
in the field of political corruption are not fully covered by legal liability. This is due to the absence of a legal 
definition of "political corruption" in the current legislation. However, within the framework of the regulatory 
framework of relations in the sphere of state funding of political parties, a legal mechanism for preventing 
certain manifestations of political corruption in Ukraine has been formed and is in place. At the same time, by 
establishing requirements and restrictions in the field of political party financing, introducing transparency and 
accountability of political parties and election campaigns, the legislator has launched the processes of state 
control over the finances of political parties represented by the National Agency on Corruption Prevention and 
mechanisms for bringing to administrative or criminal responsibility for relevant offenses. In view of this, 
attention is focused on the importance of understanding the legal aspects of political corruption, the problem 
of influencing a political party through finance, strengthening the financial discipline of political parties, 
improving the system of state control over the financing of the statutory activities of political parties, and 
ensuring the inevitability of liability for violations in the field of political financing (Korchak, 2020, p. 34). But 
this is not enough. Political corruption is a phenomenon that permeates the entire political system. This is how 
it has historically developed. And it is obviously impossible to cope with it with a single law on political party 
financing. In addition, based on the same principle of historicism, we can confidently say that corruption in 
Ukraine is a unique phenomenon on a global scale. While retaining a number of common features inherent in 
corruption as such, Ukrainian corruption in general and political corruption in particular are distinguished by 
their affinity with the phenomenon of oligarchy and the functioning (albeit now in a limited form) of the so-
called "deep state." Therefore, the possibilities of borrowing foreign experience are fundamentally limited. We 
have to develop our own unique anti-corruption policy based on a strategic approach to combating political 
crime in general. And we are capable of doing so. The Ukrainian people have overcome the inferiority complex, 
as the ongoing war shows. The aggressor itself has pushed us to draw clear contours of our identity, dignity 
and originality. And all these features of our mentality, the potential that the national liberation struggle against 
the Russian invaders has laid down, should be fully utilized for innovations in the humanitarian, legal, security, 
criminological, and anti-corruption policies of our country.  

In order to effectively combat corruption, relevant mechanisms are being introduced not only at the national 
but also at the international level. For example, today there is a special Pan-European EU body - the Group of 
States against Corruption (GRECO), whose member states include members of the Council of Europe 
(including Ukraine), the United States and Belarus. One of the priority tasks of GRECO is to monitor the 
implementation of international legal acts in the anti-corruption field. After analyzing international anti-
corruption acts, GRECO identified a set of the most important principles of combating corruption: a high level 
of professionalism and patriotism of leaders at all levels; accountability and transparency of public authorities 
to society; protection and enforcement of legally acquired private property rights; inevitability of liability for 
corruption crimes (regardless of time and social status of the offender); control of the state and society over 
the activities of public authorities (public disclosure of financial declarations); observance of the necessary level 
of witness protection in criminal and administrative cases against corrupt officials; implementation of 
preventive measures to purposefully change the public perception of corruption as a negative and shameful 
phenomenon. 

Despite the difficult situation in the country, one of the key steps was the development and adoption of the 
Anti-Corruption Strategy under martial law. The purpose of this strategy is to achieve significant progress in 
preventing and combating corruption, as well as to ensure coherence and systematic anti-corruption activities 
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of all state authorities and local governments. Thus, Ukraine demonstrates to the world not only its readiness 
for further changes, but also offers a holistic vision of the development and improvement of the Ukrainian 
system of preventing and combating corruption. 

Identifying corruption as a key obstacle to sustainable economic growth and the development of effective and 
inclusive democratic institutions, the Anti-Corruption Strategy sets out the following key principles of anti-
corruption policy for 2021-2025: 

Optimization of the functions of the state and local self-government, through: 

eliminating duplication of powers by different bodies;  

temporary suspension of the exercise of ineffective powers accompanied by a high level of corruption until 
proper procedures are introduced to minimize the relevant corruption risks; 

eliminating cases of exercising powers by the same body, the combination of which creates additional 
corruption risks; 

Digital transformation of the exercise of powers by public authorities and local self-government bodies, 
transparency of their activities and openness of data as a basis for minimizing corruption risks in their activities; 

Creation, in contrast to corrupt practices, of more convenient and legal ways of meeting the needs of individuals 
and legal entities; 

Ensuring inevitable legal responsibility for corruption and corruption-related offenses; 

Formation of public intolerance to corruption, establishment of a culture of integrity and respect for the rule 
of law. 

It should be noted that similar anti-corruption legislation works effectively in many countries of the world, 
implementing their own approaches to fighting corruption. At the same time, some countries focus more on 
preventive measures, such as Sweden. Other countries emphasize the most vulnerable to corruption spheres of 
the state's life. Thus, the Anti-Corruption Strategy of Great Britain singles out four areas with high corruption 
risks, namely: the defense sphere, the border sphere, the penitentiary system and the police (Orel, 2016, p. 169). 
At the same time, the scope of work in Ukraine is much larger. This has led to the prioritization of the following 
areas: the justice system, prosecution and law enforcement agencies, customs and taxation, state regulation of 
the economy, construction and land relations, defense, healthcare, education and science, and social protection. 
At the same time, a number of problems related to certain areas remain unresolved. In addition, it would be 
advisable to include the penitentiary system in the priority areas of fighting corruption. Although the criminal 
activity of the personnel of this body is much lower than among other segments of the population, and the 
absolute number of registered offenses is also relatively small, nevertheless, crimes of this group are 
characterized by increased danger due to the importance of the functions performed by the State Criminal 
Executive Service of Ukraine. At the same time, offenses in this area are often systemic in nature. Fantastic and 
interesting of all these measures put in place in addressing the offences of corruption, but the problem here is 
not just putting in place the measures mentioned above, but by seeing that these measures put in place should 
be implemented to the fullest, as there will still be increase in such practices if care is not taking. As always 
stated, one thing is on putting in place measures, the other is implementating the measures. Combatting 
Corrupted offences is not just a one day event, it takes lots of enforcement mechanisms, strategies, methods of 
implementation, if not it will continue to be a nightmare in the confines of the society. The society will continue 
to be affected be this dangerous threats posing a problem of combatting.  

Application Of OSINT Technology in Combating Corruption Criminal Offenses 

One of the important stages in the development of technologies for combating criminal offenses was that by 
the mid-1950s, two circumstances significantly affected the practical and scientific understanding of technology. 
Firstly, the difference between search and research activities in relation to traces of a criminal offense was 
deepening. Previously, search and research activities were considered as one and the same. Subsequently, the 
equipment and methods of expert analysis of material evidence not only differed from the technical means of 

file:///C:/Users/Mano/AppData/Local/Temp/Temp1_paperswithpagenumbers.zip/ijor.co.uk


Sokurenko, Tarasenko, Korniienko, Pashchenko and Nguindip 

INTERNATIONAL JOURNAL OF RELIGION    1143 

searching for traces of a criminal offense in terms of their application, but also became more complex for law 
enforcement officers. Secondly, the expansion of the range of expert research has led to the emergence of 
"non-traditional" forensic and other forensic examinations that did not find a place in forensic technology 
(Shcherbakovsky, 2020, p. 137). Really it is a glamouring and wonderful initiative in putting in place this 
technological measure, but as we always put it, how effective is this measure when the rate of corrupted offences 
continue to be in the rise. We are not in anyway say that this measure put in place has not been effective or has 
not contributed immensely in combating the offences in question, our worry here is at the level of presence of 
these offences irrespective of the measure put in place. There is really a need in intensifying the above measure 
if we really want to see these offences as an issue of the past.  

The modern world is open, because anyone can find the information they need on the Internet, where scientists 
also share the latest developments, and states report on the benefits of using new methods and technologies in 
combating crime. In the context of law enforcement agencies' counteraction to corruption offenses, there are 
two main types of information collection, which include: 

Passive. In this case, you do not give away yourself or what you are looking for. The search is limited to the 
content on the website of the object of study, archived or cached information, unprotected files. 

Active. This method is much less commonly used for Internet research. To obtain information, you explore 
the company's IT infrastructure, actively interact with computers and machines. Advanced techniques are used 
to gain access to open ports, scan for vulnerabilities, and server-side web applications. In this case, your 
intelligence can be easily recognized. Social engineering is also included here. In the context of the above, it is 
necessary to pay attention to the use of OSINT technologies in combating corruption-related criminal offenses. 
The importance of this issue is due to the fact that legal knowledge alone is not enough to effectively counter 
criminal offenses, it is necessary to use the achievements of technical sciences. In particular, the use of the latest 
technologies makes it possible to find traces of the offense and identify the person who committed it. Given 
that criminals are becoming more sophisticated and aware of ways to hide traces of criminal offenses, law 
enforcement agencies should increasingly use the latest technologies, including OSINT (Open Source 
Intelligence). OSINT technology is the collection, analysis, and processing of publicly available data, but this 
data is always specific, i.e. collected and structured in a special way to answer a specific question (Servatovskyi, 
Onishchenko, Makarenko, 2018). 

Today, interest in the possible use of OSINT technology is growing not only among journalists, private 
company analysts and ordinary citizens, but also among analysts of law enforcement information services, as 
OSINT has certain advantages over the collection, processing and analysis of restricted information. It does 
not require special access to information, which means it saves time for the user, does not require special skills, 
and does not require significant resources. The use of OSINT makes it possible to prevent criminal offenses in 
some cases, as the phrase "it is better to prevent a criminal offense than to punish" is becoming increasingly 
important. OSINT is the collection, analysis and processing of publicly available data. However, this data is 
always specific, meaning that it is collected and structured in a specific way to answer a particular question. 

In their study O. V. Mynko, А. Yu. Iohov, V. T. Olenchenko and K. V. Vlasov noted that if we talk about the 
current application and use of OSINT technologies in Ukraine, it is worth noting that they are actively used 
during the Russian-Ukrainian war in certain areas of Donetsk and Luhansk regions. For example, one of the 
sources of information about the effectiveness of terrorists' artillery fire in Donetsk region is the discussion of 
these events by the city's residents on the Internet, and photos of military equipment taken by local residents 
are sometimes much more effective than OSCE observations (Mynko, Iohov, Olenchenko, Vlasov, 2016, p. 
83). This way, you can get unique information that no one will ever give you for free: the pages to which a 
certain person is subscribed, their likes under posts, under photos and videos, their circle of acquaintances and 
social connections with certain media personalities, opinion leaders, groups of people who are at risk for the 
company. Or to understand a company in order to assess the risk of a deal to buy a company, to formulate a 
negotiation strategy with owners and managers - all this is possible with OSINT. 

Based on the assessments of the National Police bodies and units that either apply criminal analysis or use its 
results in their daily activities, it can be undoubtedly stated that OSINT technologies, as a structural element of 
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criminal analysis, are an effective tool in combating crime. When countering corruption criminal offenses, the 
main task is to conduct an analytical study of the information available to it, as well as to create analytical 
products based on the results of such analysis that are informative and recommendatory in nature and create 
the basis for solving operational and tactical tasks when documenting the commission of a corruption offense 
by a person. It is through analytical research that the necessary information is collected and analyzed to timely 
counteract the commission of a corruption offense. In this regard, it should be noted that in order to search 
for information in open sources presented on the Internet, various search engines can be used, which are 
divided into universal and specialized ones used to obtain multimedia content (photographs, illustrations, 
drawings, video and audio files, etc.). It is worth remembering that in order to effectively use OSINT 
technologies, it is necessary to follow certain rules for searching for information, which include the correct 
analysis of the information received, comparing the facts obtained during the search, etc. This is a kind of 
algorithm, the observance of which will increase the efficiency of analytical work, and taking into account the 
peculiarities existing in this process (primarily organizational and tactical) will increase the level of counteraction 
by law enforcement agencies to corruption criminal offenses. 

CONCLUSIONS 

The conducted analysis makes it possible to make the following general statements.  

First, it can be stated that corruption not only undermines the authority of the state, but also nullifies the work 
of law enforcement agencies, therefore the fight against corruption must be comprehensive and be under the 
close attention of both the state and the public. In this regard, it is advisable to develop strategic directions for 
overcoming the mentioned problems. For example, it is advisable to introduce a legal mechanism to make it 
impossible for the same person to occupy an administrative position for a long time (one of the ways to 
overcome this is to introduce a rotation mechanism). In this regard, the recognition and awareness of the 
negative phenomenon of corruption in the program documents of the state is necessary to eliminate the existing 
corruption risks and should be considered as one of the important priority areas of ensuring the national security 
of Ukraine. The minimization of corruption risks should take place by making appropriate changes to the Anti-
Corruption Strategy, and during the development of the State Program for the Implementation of the Anti-
Corruption Strategy, it is expedient to determine the main directions of the development of the entire anti-
corruption policy of Ukraine. 

Secondly, the organization of work of modern law enforcement agencies of Ukraine requires studying the best 
foreign practices of the relevant units. This is primarily due to the fact that law enforcement agencies in 
developed countries of Europe and the world have already gone through a difficult path of formation and 
development in accordance with the guidelines of international documents that enshrine the inviolability of 
human rights and freedoms, the service role of the police in society and the principle of its constant interaction 
with public institutions. 

Thirdly, under martial law, the activities of law enforcement agencies to combat corruption should be aimed at: 
searching for, exposing and bringing to justice collaborators; identifying damage to Ukraine's defense capability 
and sovereignty; exposing fraud in the field of humanitarian and charitable assistance, evacuation, release of 
prisoners of war, evasion from service in the Armed Forces of Ukraine, travel abroad; identifying assets of 
persons involved in the aggression of the Russian Federation against Ukraine. 
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