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Current issues of using digital evidence in criminal justice of
Ukraine and the USA have been considered and proposals have
been provided for their resolution. For this purpose, methods of
theoretical analysis and synthesis, formal legal analysis, comparative
legal method, and special methods of cognition have been applied.
The concepts of “electronic evidence” and “digital evidence” have
been differentiated. Analysis of 64 decisions of Ukrainian courts of
criminal jurisdiction and 31 decisions of the US Court of Appeal and
the Supreme Court has revealed certain challenges in recognizing
information in digital format as admissible and veracious evidence.
The experience of the US judiciary can be useful for reforming
Ukrainian legislation and the development of methodological
guidelines for digital evidence use. It has been proposed to amend
the Criminal Procedural Code of Ukraine with regulations that
would contain the definition for the digital evidence concept and
its procedural media; differentiation of the concepts of “electronic
evidence” and “digital evidence”; introduction of a detailed procedure
for seizing digital information, its review, recording and storage
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(with indication of the list of mandatory information on digital
evidence which must be procedurally established); an algorithm
for assessing veracity of digital evidence and an expert conclusion
relying on certain criteria. It has been proved that a rapid change in
technologies for detecting, seizing, recording and researching digital
information has presented certain challenges for investigators, judges,
prosecutors and employees of investigative agencies of Ukraine. It is
recommended to improve the efficiency of using digital evidence in
court proceedings by developing guidelines for working with such
evidence and correspondingly improving qualifications of employees

in law enforcement agencies.

Keywords: digital evidence; electronic evidence; electronic
devices; admissibility of evidence; sources of evidence; digital
information; criminal proceedings; recording evidence.

Research Problem Formulation

In the early 1990s, in view of advancement
of digital and network technologies, law
enforcement agencies started to work
with evidentiary information in electronic
(digital) format obtained from various
electronic devices and telecommunication
networks, namely: computers, phones,
photo and video cameras, GPS-navigators,
social networks, various Internet sites,
etc. Particularly, GPS technology is helpful
in establishing the presence of suspected
persons at the crime scene, while the
analysis of e-mails, text messages, digital
photographs, audio recordings, and
video recordings determines persons’
involvement in illegal activities.

The development of information
technologies, the emergence of new fields
of their application and introduction
of new electronic devices have led to
an increase in the number of types of
digital information and methods of its
encoding and transformation. To view and

research certain types of information, it
is not enough to use ordinary computer
equipment with standard software:
specialized electronic devices as well as
software are required for this purpose. This
poses certain difficulties for investigators,
judges, prosecutors, lawyers, forensic
experts, etc.

The problem of using digital evidence
in criminal proceedings became especially
urgent after the open, full-scale armed
invasion of the Russian Federation troops
in the territory of Ukraine, which roughly
violated the rights of Ukrainian citizens
enshrined in Sec. I of the Convention
for the Protection of Human Rights and
Fundamental Freedoms (hereinafter
referred to as the Convention) and its
protocols, namely: right to life (Art. 2 of the
Convention), prohibition of torture (Art. 3
of the Convention), prohibition of slavery
(Art. 2 of the Convention), prohibition of
discrimination (Art. 14 of the Convention),
the right to property (Article 1 of Protocol
No. 1), the right to education (Article 2 of
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Protocol No. 1), the right to liberty and
security (Article 5 of the Convention),
the right to a fair trial (Article 6 of the
Convention), no punishment without law
(Article 7 of the Convention), etc. %

Ukrainian law enforcement agencies
and human rights organizations from
around the world have collaborated to create
multiple electronic resources for collecting
information on war crimes. According to
the General Prosecutor’s Office of Ukraine,
digital information on approximately
70,000 such crimes 2 has been recorded as
of December 2022, which will subsequently
help not only to establish that these crimes
were indeed committed but also to find out
a connection between crimes and specific
individuals (criminals) and charge them
with reasonable accusations as well as
ensure that they are brought to justice.
However, investigators and judges often
face difficulties in collecting and evaluating
digital evidence due to the lack of its clear
definition, as well as the lack of established
procedures for its recording and evaluation
in Ukrainian legislation. Also, Ukrainian
courts sometimes do not recognize digital
evidence as admissible, while investigative
journalists frequently use developments
of EU and US researchers and lawyers in
this area. That is, Ukrainian legislation is
not adequately keeping pace with the rapid
advancements in information technologies,
and gaps in legal regulation often require
resolution through decisions made by the
judiciary.

Analyzing positive experience of digital
evidence use within the US judiciary
will help to determine directions for
overcoming the indicated problems in the
Ukrainian judiciary.

Article Purpose

The Research Purpose is to analyze
correlation between the concepts of
electronic evidence and digital evidence,
clarify the digital evidence concept,
generalize judicial practice of Ukraine and
the USA in order to emphasize problems
that arise when using digital evidence in
the criminal proceedings of both countries,
conduct comparative analysis of Ukrainian
legislation and the US one as to the use
of digital information in the judiciary,
determine ways to increase the efficiency
of using digital evidence in Ukrainian
criminal justice system. The authors also
aim to provide suggestions for improving
Ukrainian criminal procedural legislation
in terms of studied problems.

Research Methods

Tofulfilsetgoals, 11 courtorders, 9 decisions
and 25 Resolutions of the Supreme Court of
Ukraine (hereinafter referred to as Ukraine
SC), 18 decisions of local courts of Kharkiv
and Kharkiv region, 17 decisions of the
Kharkiv Court of Appeal and the Court of
Appeal of Kharkiv Region, 12 decisions of
the U.S. Court of Appeals and 19 decisions
of the US Supreme Court (hereinafter
referred to as the US SC), posted on relevant
official websites, have been studied in this
research. What is more, results of analyzing
judicial practice of the Kharkiv Court of
Appeal on the use of electronic evidence
have been studied, positions of the judges
of the Criminal Court of Cassation as part of
the Supreme Court of Ukraine (hereinafter
referred to as the CCC as part of Ukraine SC)
concerning the problem of admissibility

1 KoHBeHIlis PO 3aXUCT IIPaB JIOAWHU i OCHOBOIIOJIOXKHUX CBOOOA (EBpOIelichbKa KOHBEHIsI
3 IpaB JIOAWHY) : Big 04.11.1950 p.; patudik. 3akoHOM Ykpainu Big 17.07.1997 p. Ne 475/97-
BP; uunHa 71 Vkpainu 3 11.09.1997 p. (3i 3miH. Ta gom.). URL: https://zakon.rada.gov.ua/laws/

show/995_004#Text (date accessed: 02.02.2023).

2 OdicTenepanpHoro nmpokypopa/Odin. caiit. URL: https://gp.gov.ua/ (date accessed: 08.02.2023).
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of digital evidence have been analyzed,
international and national standards for
working with digital evidence have been
carefully studied (ISO/IEC 27037:2012 °®
and ICTV ISO/IEC 27037:2017 “), research
papers of domestic scientists and
individual papers of the Scientific Working
Group on Digital Evidence (USA) regarding
the efficient use of digital information
in court proceedings (in particular, the
Berkeley Protocol on Digital Open Source
Investigations) ° (hereinafter referred to
as the Berkeley Protocol), Guidelines for law
enforcement agencies and prosecutors
on the use of digital evidence in court
(hereinafter referred to as the Guidelines on
Digital Evidence Use) etc.). The analysis also
includes the rules of domestic legislation
(in particular, the Criminal Procedural
Code of Ukraine) and the US Federal Rules
of Evidence (hereinafter referred to as FRE
USA) © on the use of digital evidence in
criminal proceedings.

Methods of theoretical analysis and
synthesis as well as scientific papers by
both foreign and domestic researchers
have been summarized to study the content
of legal rules and concepts contained in
legal regulations and court decisions.
Individual issues required application of
systems analysis method (primarily to
clarify problems of assessing veracity of

digital evidence in Ukraine and the USA
and to determine ways to overcome them
in Ukraine).

The formal and legal analysis of
the legislation of Ukraine and the USA
regarding the use of electronic (digital)
evidence while court proceedings enabled
to identify inherent deficiencies of legal
acts and to provide suggestions for
improving legal regulation (in particular,
concerning improvement of efficiency
of digital evidence use in criminal
proceedings). With the help of comparative
legal method, experience of using digital
evidence in criminal proceedings in
Ukraine and the USA has been studied.
The solution of research tasks was also
facilitated by application of special
methods of cognition: formal-logical (to
typify the grounds for recognizing digital
evidence as inadmissible), functional
(to establish dependence of efficiency of
digital evidence use in court proceedings
on the quality of its recording), etc.

Analysis of Essential Researches
and Publications

In 2012, a special international standard
ISO / IEC 27037:2012 7 was adopted
containing guidelines for working with
digital evidence. By complying with this

3

ISO/IEC 27037:2012 Information technology — Security techniques — Guidelines for
identification, collection, acquisition and preservation of digital evidence. URL: https://www.
iso.org/standard/44381.html (date accessed: 07.02.2023).

JCTV ISO/IEC 27037:2017 Indopmaritiai TexHosorii. Metroau 3axucty. HacTaHoBu 4 ifeH-
tudikarii, s6upanus, 3700yTTs Ta 30epexkeHHs uudposux zgokasie (ISO/IEC 27037:2012,
IDT) : mpuiinaro HakazoM JIT «YkpHIHII» Big 06.12.2017 p. Ne 400. [Yuuuu# Big 01.01.2019].
Kuig, 2018. 31 c. URL: http://online.budstandart.com/ua/catalog/doc-page?id_doc=74978 (date
accessed: 07.02.2023).

ITpoToxos Bepkii 3 BeleHHS PO3CIiZyBaHb 3 BUKOPUCTAHHAM BiJKPUTUX IIU(PPOBUX JAHUX /
Vrpasiin. BepxoBH. komicapa OOH 3 mpaB mrogunu Ta llenTpy 3 npas moguau KamidopH.
yH-Ty B Bepku, Opuz. mxk., 2020. 119 c. URL: https://www.law.berkeley.edu/wp-content/
uploads/2022/03/Berkeley-Protocol-Ukrainian.pdf (date accessed: 11.02.2023).

Federal Rules of Evidence (FRE). Dec 1, 2020 / Legal Informational Institute. URL: https://www.
law.cornell.edu/rules/fre (date accessed: 05.02.2023).

ISO /IEC 27037:2012. URL: https://www.iso.org/standard/44381.html (date accessed: 07.02.2023).
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standard, investigative journalists of the
Bellingcat Internet-edition based on the
analysis of digital information (telephone
conversations, video recordings, satellite
images, etc.) established that specific
military service members of the Russian
Federation were involved in the passenger
Boeing-777 MH17. The national standard
of Ukraine ICTV ISO / IEC 27037:2017 ¢ is
the only official document in Ukraine that
is applicable to digital evidence. It sets out
guidelines for identification, collection,
acquisition and preservation of digital
evidence; however, these guidelines have
not been legislated yet.

In 2020, The Office of the United Nations
High Commissioner for Human Rights of
Human Rights Center of the University of
California, Berkeley presented a Practical
Guide on the Effective Use of Digital Open
Source Information in Investigating Violations
of International Criminal, Human Rights and
Humanitarian Law including standards and
methodological approaches to “collection,
preservation and analysis of publicly available
information that can be presented as evidence
in criminal proceedings” °. The Berkeley
Protocol outlines the algorithms for searching,
accumulating,  analyzing and  saving
digital information from public sources in
conformity with the principles of objectivity,
competence, accountability, compliance with
legislation, security, accuracy, independence,
transparency, respect for human rights, etc.
The authors of the Berkeley Protocol provide
recommendations for determining boundaries
of a task to be solved in order to save time and
ensure the safety of witnesses and victims, as
well as to protect hardware and software.

Individual issues of using electronic
(digital) evidence in criminal proceedings

have been studied by the following domestic
researchers: M. Hutsaliuk, Yu. Orlov,
S. Stolitnii, V. Khakhanovskyi, D. Tsekhan,
V. Shevchuk, V. Shepitko, and others.
Employees of the U.S. National Institute of
Justice (Shon E. Hudison, Robert K. Devis,
Brian A. Jackson, Hari S. Kesler, Martin
Novak, etc.) cite research findings on
identification and prioritization of criminal
justice needs associated with collection,
management, analysis and use of digital
evidence in their research papers. Despite
a substantial number of published papers
on the problems of using digital evidence in
court proceedings, certain issues necessitate
subsequent research. Specifically, the issues of
legislative consolidation of the digital evidence
concept, procedural regulation of its
seizure, recording and storage, considering
the US experience, remain unresolved.

Main Content Presentation

Current tasks of digital forensics are
the search and analysis of digital traces,
data analysis (in particular, metadata °),
collection of evidentiary information
in the digital environment. The most
complex and extensive tasks are publicly
available search and analysis of potential
evidence sources: a wide range of publicly
available video and audio recordings,
photos and satellite images, texts, reports,
posts in social media. Electronic devices
are a repository of general and personal
information, digital information about
various events and phenomena, individual
persons’ actions, etc. Since modern phones
are multi-functional (making and receiving
calls, phone book and voice recorder, photo
and video camera, creating and editing text

8 JCTV ISO / IEC 27037:2017. URL: http://online.budstandart.com/ua/catalog/doc-page?id_

doc=74978 (date accessed: 07.02.2023).
9 IIporoxon Bepkii ...

. C. 6. URL: https://www.law.berkeley.edu/wp-content/uploads/2022/03/

Berkeley-Protocol-Ukrainian.pdf (date accessed: 11.02.2023).
10 Metadata is data characterizing or explaining other data.
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files and messages, Internet search and
cloud storage use, e-mail and social media,
messengers and communication services
etc.), they store digital traces of using
these functions and are a kind of personal
information archives. Such information can
become a component of the evidential base
only if it is identified, seized, researched
and procedurally consolidated with respect
for human rights and taking into account
personal data protection.

Researchers in criminal law field use
the terms electronic and digital evidence
interchangeably, although the terms are not
identical. At present, digital devices have
completely replaced analog devices, and
the difference between analog and digital
information is that analog information is
continuous, while digital information is
discrete. We should agree with N. Zozulia’s
viewpoint that the digital evidence term
is more accurate and “better reflects the
cybernetic aspect of information transmission,
processing and preservation in view of the
processes of information transformation
using a binary (binary) code,” and “devices
and machines processing and saving digital
information should be called electronic” .

11 3osyna H. EnexTpoHHI um 1udposi goxasu:
KOHOZABCTBA. Ykpaincvke npaso. 08.05.2018.

To be more precise, evidence is “factual
data obtained from proper sources, and their
material basis is not the source itself, but an
artificially created corresponding procedural
medium. <...> Evidence is a unity of factual
data and their procedural media” 2.

D. M. Tsekhan understands digital
evidence as “factual data presented in digital
(discrete) format and recorded on any type of
medium and that become accessible for human
perception after computer processing” *. This
definition needs clarification. In particular,
not all media are capable of storing
information in digital format (paper
and magnetic tape are also information
carriers). Also, decoding and researching
some types of digital information do
not require a computer, but specialized
electronic devices with specific software
(for example, for viewing records of flight
recorders). Therefore, digital evidence
should be considered factual data which
are presented as a binary code and contain
information that is significant for objective
case resolution.

Unlike the Civil Procedure Code
of Ukraine (Art. 100) ' Commercial
and Procedural Code of Ukraine (Art.
VAOCKOHAJIEHHS 3MiH [0 IIPOIeCyaJIbHOro 3a-
URL: https://www.bitlex.ua/uk/blog/news/post/

elektronni_chy_tsyfrovi_dokazy__udoskonalennya_zmin_do_protsesualnogo_zakonodavstva

(date accessed: 02.02.2023).
12

Teprumauk B. M. KpuMinaabHUHE npomec VkpaiHu. 3arajgpHa 4acTHHA :

OiJPyYHUK. AKa-

nemiuHe BuzaHHA. Kui, 2014. C. 288. URL: https://rd.ua/storage/lessons/434/512%D0%A2
%D0%B5%D1%80%D1%82%D0%B8%D1%88%D0%BD%D0%B8%D0%BA%20%D0%92.%20
%D0%9C.%20-%20%D0%9A%D1%80%D0%B8%D0%BC%D1%96%D0%BD%D0%B0%D0%BB%-
D1%8C%D0%BD%D0%B8%D0%B8%CC%86%20%D0%BF%D1%80%D0%BE%D1%86%D0%B
5%D1%81%20%D0%A3%D0%BA%D1%80%D0%B0%D1%96%CC%88%D0%BD%D0%B8.%20
%D0%97%D0%B0%D0%B3%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%20%D1%87%D0%B
0%D1%81%D1%82%D0%B8%D0%BD%D0%B0,%20%D0%BF%D1%96%D0%B4%D1%80%D1%
83%D1%87%D0%BD%D0%B8%D0%BA.%20%D0%90%D0%BA%D0%B0%D0%B4%D0%B5%D0
%BC%D1%96%D1%87%D0%BD%D0%B5%20%D0%B2%D0%B8%D0%B4%D0%B0%D0%BD %
D0%BD%D1%8F.pdf (date accessed: 02.02.2023).

13

Lexan /. M. udposi goka3u: MOHATTS, 0COBJIMBOCTI Ta MicIie y cucTeMi JoKasyBaHHs. Hayko-

suil gicHuk MixHapoOHozo eymanimapHoeo yHigepcumemy. FOpucnpydenyis. 2013. Bum. 5. C. 257.
URL: http://nbuv.gov.ua/UJRN/Nvmgu_jur_2013_5_58 (date accessed: 02.02.2023).

14

[IuBiIBHUI NPOIECYaTbHUH KoJeKe YKpainu Big 18.03.2004 p. Ne 1618-IV (3i 3MiH. Ta ZOIOB.).

URL: https://zakon.rada.gov.ua/laws/show/1618-15#Text (date accessed: 02.02.2023).
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96) ® and the Code of Administrative
Proceedings of Ukraine (Art. 99) ¢ the
Criminal Procedural Code does not include
provisions on electronic (digital) evidence.
Information in digital format is considered
to be documents or electronic documents
which are recognized as procedural
sources of evidence (Part 2 of Article 84) V7.
The documents also include “materials of
photography, sound recording, video recording
and other media (including computer data)”
(clause 1, Part 2, Article 99 of the Criminal
Procedural Code) ® and “data media on
which procedural actions have been fixed by
technical means” (clause 3, Part 2, Article
99 of the Criminal Procedural Code) *.
The original of an electronic document
is indicated as “its representation, which
is given the same weight as the document
itself” (Part 3, Article 99 of the Criminal
Procedural Code) . A duplicate of the
document and copies of information in
digital format produced by the investigator,
prosecutor with specialist’s involvement
may be found by court to be the original
of the document (Part 4, Article 99 of the
Criminal Procedural Code) 2.

Documents as digital evidence are not
only text documents, figures, photographs,
audio and video recordings, but also
computer programs and databases. They
differ both in form and content, as well as
in their source of origin. Some documents
are created by a person, others emerge as

a result of operation of electronic devices
and systems and do not depend on human
actions (information from navigation and
monitoring systems, electronic digital
signature, information from mobile
service providers, network technological
information, etc.).

Art. 237 of the Criminal Procedural
Code regulates computer data examination,
which “is carried out by the investigator,
prosecutor by reflecting in the examination
protocol the information they contain in
a way suitable for perceiving their content
(using electronic means, photography, video
recording, shooting and/or video recording of
the screen etc. or on paper)” (clause 2 Part
2) 2. However, there is a lack of a mandatory
list of information for recording digital
evidence.

In recent years, digital evidence has
gained significance as a research subject
in Ukrainian courts; however, when
considering cases in courts of various
jurisdictions, judges encounter certain
challenges in recognizing information in
digital format as admissible and veracious
evidence. Lawyers often file motions about
inadmissibility of digital evidence in view
of the fact that information was first copied
from the phone to a computer and only
later to an optical disc, which was further
submitted to the court as procedural
evidence medium. Defense counsels hold
abeliefthatsuchacopydoesnotcorrespond

15 TocnozapChKUH IpoliecyaJbHUN KoZeKe VKpainu Big 06.11.1991 p. Ne 1798-XII (3i 3miH. Ta z0-
mioB.). URL: https://zakon.rada.gov.ua/laws/show/1798-12#Text (date accessed: 02.02.2023).

16 Kozekc aZMiHICTPaTHUBHOTO CyZOYMHCTBA YKpaiHu Biz 06.07.2005 p. Ne 2747-1V (3i 3MiH. Ta J0-
moB.). URL: https://zakon.rada.gov.ua/laws/show/2747-15#Text (date accessed: 02.02.2023).

17 KpuMiHaJIBbHUE IPOIeCYaTbHUN KoJeKe YKpainu Big 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta f0-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 02.02.2023).

18 Ibid.

19 Ibid.

20 Ibid.

21 Ibid.

22 KpuMiHaJIbHUH MPOIECYaTbHUHN KOZAEKC ...
17#Text (date accessed: 02.02.2023).

URL: https://zakon.rada.gov.ua/laws/show/4651-
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to the original because the file format
changes when the media is changed *.
This statement is misleading since one of
the main features of information in digital
format is that all its copies recorded on
different media maintain identity with
the original (a complete correspondence
in all respects, including the file format).
Despite this, in its ruling in case No.
397/2588/13-k, the Supreme Court of
Ukraine upheld the decision made by the
courts of the first and appellate instances
and recognized the video and audio
recording of the act of bribing a judge in his
office, made during crime detection and
investigation operations, as inadmissible
evidence. The court ruled that records
are copies and, subsequently, recognized
protocols on the implementation of
covert investigation (search) operations
(hereinafter referred to as CISOs) as
inadmissible evidence, which annex is
this digital evidence, recording inspection
protocol, where the investigator provided
transcript of conversations about giving
bribes, conclusions of three forensic
examinations, as they are derived from
this record. The accused was acquitted *.

In the Resolution of the Supreme Court
of Ukraine dated December 18, 2019, in
case No. 588/1199/16-k, the court declared
inadmissible the protocol of audio and
video monitoring of a person along with
its annexes, media inspection protocol
obtained during CISOs and the Resolution

on their recognition as physical evidence.
The grounds for such a decision was the
motion of the defense counsel on non-
issuance of the mandate to conduct CISOs
by the accused in accordance with Art.
290 of the Criminal Procedural Code, in
the course of which a video recording was
made. This time, the official suspected of
bribery was also acquitted *.

The Supreme Court of Ukraine, in its
Resolution in case No. 426/12149/17 on
narcotic drugs, emphasized that “the lack of
original technical data carriers in the criminal
proceedings materials, on which the procedural
actions were recorded, serves as a basis to
deem such evidence (video phonograms)
inadmissible, according to the practice of the
Supreme Court <...> the mandatory presence
of original video recordings made during
covert investigative (search) operations, in
particular, control over crime commission,
is intended to provide possibility of expertly
establishing the wveracity of information
displayed in a video recording” *.

In case No. 675/1046/18 (Chapter 3 of
Article 369 of the Criminal Code of Ukraine:
providing an improper advantage to an
official ) the Supreme Court of Ukraine, on
the contrary, refused the defense’s request
to appoint a video and audio examination.
The examination purpose was to assess
whether the digital video recording of
CISOs had been edited or altered. The
Supreme Court independently reviewed
and examined the video recording and

23 Cyznai KKC BC obroBopwiu npo6ieMHi MUTaHHS AOIYCTUMOCTI eJIEKTPOHHUX Z0Ka3iB IIij] 9ac
cyzoBoro posriagy. 28.10.2021 / BCY. URL: https://supreme.court.gov.ua/supreme/pres-centr/

news/1202347/ (date accessed: 03.02.2023).

24 yxBasa BCV Bizg 29.05.2018 p. CipaBa Ne 397/2588/13-k. I[TpoBamxenHsa Ne 51-3650kM18 / €ariHMI
Jep>KaBHUU peecTp cyzoBux pimeHb. URL: http://reyestr.court.gov.ua/Review/74475933 (date

accessed: 05.01.2023).

25 TlocranoBa BCV Biz 18.12.2019 p. CrpaBa Ne 588/1199/16-k. IIpoBamxkenHsa Ne 51-3127xkm19 /
€I PCP. URL: http://reyestr.court.gov.ua/Review/86505861 (date accessed: 06.01.2023).

26 IlocranoBa BCY Big 17.03.2020 p. CrpaBa Ne 426/12149/17. IlpoBamxeHnHs Ne 51-112km20 /
€I PCP. URL: http://www.reyestr.court.gov.ua/Review/88401663 (date accessed: 05.01.2023).

27 KpumiHanbHUH Kogekc Vkpainu Big 05.04.2001 p. Ne 2341- III (3i 3miH. Ta gomnos.). URL: https://
zakon.rada.gov.ua/laws/show/2341-14#Text (date accessed: 02.02.2023).
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found no grounds for examination
appointment %.

When considering bribery cases, in
individual cases, the Supreme Court of
Ukraine “does not perceive any obstacles
to presenting duplicates of protocols of
procedural actions, as well as materials such
as photography, sound recordings, video
recordings, and other media (including
electronic formats) that have been produced by
the investigator or prosecutor with specialist’s
involvement. The court views these duplicates
as the original documents” ».

In the case of abuse of power during
forceful dispersal of protest actions by
police, the Supreme Court of Ukraine
recognized digital video recording of
events as admissible evidence even without
specifying who carried it out and how they
were involved in criminal proceedings.
This evidence became the basis for the
official’s conviction *.

The Supreme Court of Ukraine
also accepted copies of digital video
recordings of a robbery at a pawnshop
which was captured from CCTV camera
(on DVD discs) as admissible evidence,
although the Resolution does not specify
how the investigation obtained copies of
these recordings. Forensic examination
conclusion as to identification of a person
based on this video recording became the

basis for issuing the guilty verdict . In
another robbery case, the court also a copy
of the CCTV footage (on a DWD-RW disc),
voluntarily submitted by an employee of
a pawnshop, recognized as admissible
evidence, despite the defense’s objection.
The court stressed that case files contain
a request for video recording issuance,
a cover letter submitted with a DVD
disc and a protocol of its inspection, by
which the disc was recognized as physical
evidence (in the court’s view: “in the manner
enshrined by the Criminal Procedure Code of
Ukraine”) *2.

In case of illegal drug trafficking,
civilians handed over a video recording
showing crime commissiontoinvestigation.
The investigator drew up a video inspection
protocol, showing the video to the accused,
his defense counsel and attesting witnesses.
This procedural implementation helped
the court to recognize the video recording
as admissible evidence *.

In one of the cases, the court
recognized the video recording from two
CCTV cameras as applicable evidence in
a case involving violation of traffic safety
rules, although technical characteristics of
devices used to capture video recordings,
their certification and the procedure for
transferring information to the server were
not established **. In another case, the court

28

29

30

31

32

33

34

ITocranosa BCY Big 18.12.2019 p. Cipasa Ne 675/1046/18. ITpoBamxenns Ne 51-3942xkm19 / €/IP-
CP. URL: http://reyestr.court.gov.ua/Review/86505906 (date accessed: 05.01.2023).

E.g.: IlocranoBa BCY Biz 15.01.2020 p. CmpaBa Ne 161/5306/16-k. IlpoBamxkeHHS Ne 51-
3498kM19 / €PCP. URL: http://www.reyestr.court.gov.ua/Review/87053591 (date accessed:
03.01.2023).

ITocranosa BCY Biz 20.02.2018 p. CripaBa Ne 750/4139/15-k. IIpoBamxenHs Ne 51-36km18 / €7IP-
CP. URL: http://reyestr.court.gov.ua/Review/72460327 (date accessed: 04.01.2023).

ITocranosa BCY Bix 27.02.2018 p. CrpaBa Ne 759/8643/16-k. IIpoBamxeHHs Ne 51-1031km18 /
€ PCP. URL: http://reyestr.court.gov.ua/Review/72642168 (date accessed: 03.01.2023).
ITocranosa BCY Big 02.10.2019 p. Cipasa Ne 159/2377/17. IlpoBamxenHs Ne 51-4466xkm18 / €/IP-
CP. URL: http://reyestr.court.gov.ua/Review/84788575 (date accessed: 03.01.2023).

ITocranosa BCY Bix 15.03.2018 p. CrpaBa Ne 760/11451/15-k. IIpoBamkeHHs Ne 51-727km18 /
€ PCP. URL: http://reyestr.court.gov.ua/Review/72909394 (date accessed: 22.12.2022).

VxBana BCY Biz 25.03.2019 p. CrpaBa Ne 754/2178/18. IIpoBamxkeHHsa Ne 51-920ck19 / €IPCP.
URL: http://reyestr.court.gov.ua/Review/80716282 (date accessed: 27.12.2022).
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recognized the copy of the CCTV camera
recording and the automotive examination
conducted on its basis as inadmissible
evidence due to the fact that “it is impossible
to determine technological properties of the
videogram from the copy in the absence of
the original and the original device” and the
expert conclusion “relies on inaccurate data
obtained from video recording copies” *

In criminal proceedings on theft, the
court recognized a copy (on a DVD) of the
video recording of an event as inadmissible
evidence in connection with fact that
investigation received it from the victim
without the investigating judge’s ruling .
The court did not recognize a copy of the
theft video recording from a CCTV camera
as admissible evidence in view of the
fact that there is no request for discovery
of this video recording and information
about a person who received it in case
files of criminal proceedings®. The court
also recognized as inadmissible evidence
a copy of a video recording from a CCTV
camera on another theft since it is not an
original *.

That is, under the same conditions,
judges adopted contradictory decisions
until recently. In individual cases, they

recognized copies of digital records
as permissible evidence, in others:
inadmissible (especially regarding

corruption crimes). However, lately judges
have been trying to raise their level of
awareness as to technical characteristics
of digital evidence in order to avoid judicial
errors. In particular, the judge of the
Cassation Criminal Court of Ukrainian
Supreme Court, Nadiia Stefaniv, highlights
that “judges are responsible for pursuing their
own expertise in electronic evidence use. It’s
the judge’s personal duty to stay informed
about the latest news about documents and
standards in order to apply them correctly
within the framework of current procedural
legislation.”
Recently,judgesofalljurisdictionshave
been trying to adhere to the Guidelines of
the Committee of Ministers of the Council
of Europe on Electronic Evidence in Civil
and Administrative Proceedings . Courts
in Ukraine are increasingly rejecting
motions from the defense counsel that
seek to challenge the admissibility and
veracity of copies of digital evidence, its
inspection protocols, and forensic expert
conclusions during consideration of cases
across various categories. Judges carefully

35 IlocranoBa BCV Biz 31.10.2019 p. Cripasa Ne 404/700/17. IIpoBazmxeHHs Ne 51-4451km19 / €/TPCP.
URL: http://reyestr.court.gov.ua/Review/85390646 (date accessed: 28.12.2022).

36 IlocranoBa BCV Biz 12.04.2018 p. CripaBa Ne 366/1400/15-k. ITpoBamxenHsa Ne 51-1528km18 /
€I PCP. URL: http://reyestr.court.gov.ua/Review/73438093 (date accessed: 21.12.2022).

37 TlocranoBa BCY Biz 04.09.2019 p. CripaBa Ne 369/3713/18. IIpoBazmxkeHHS Ne 51-3536km19 / €/1P-
CP. URL: http://reyestr.court.gov.ua/Review/84120855 (date accessed: 22.12.2022).

38 IlocranoBa BCY Bizg 15.11.2018 p. CripaBa Ne 140/2668/15-k. IIpoBazkeHHsA Ne 51-624xkm17 / €/1P-
CP. URL: http://reyestr.court.gov.ua/Review/78110946 (date accessed: 23.12.2022).

39 Credanis H. MaTepiasbHuil HOCil — Juiie crioci6 36epexeHHs iHGopmariil, SKuil Ma€ 3Ha4YEeH-
HS TiJIBKY TOZAI, KOTH E-JOKYMeHT BUCTYyIIae pe4oBUM Joka3oM / InpopmareHTcTBO «KADVOKAT
POST». 02.11.2021. URL: https://advokatpost.com/materialnyj-nosij-lyshe-sposib-zberezhennia-
informatsii-iakyj-maie-znachennia-tilky-todi-koly-e-dokument-vystupaie-rechovym-dokazom-

suddia-stefaniv/ (date accessed: 02.02.2023).

40 KepiBui npunnunu Komitery MinicTpiB Pagu €sporrn CM(2018)169-add1final mozo enexrpo-
HHUX JIOKa3iB y IJUBIIBHUX Ta aJMiHICTPAaTUBHUX NPOBAKEHHAX : MpUHHATO KoM. MiHicT.
30.01.2019 p. Ha 1335-My 3aciz. sacT. mimicT. / Mintoct Vkpaimu. URL: https://minjust.gov.
ua/m/rekomendatsii-parlamentskoi-asamblei-ta-komitetu-ministriv-radi-evropi (date accessed:

12.02.2023).
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assess veracity of the forensic expert’s
findings and examine digital evidence
directly (including information from
phones) .

Court decisions of the last 2-3 years
differ from previous ones in a more detailed
consideration and explanation of digital
evidence technical characteristics, which
provides more chances for recognizing
a copy of information in digital format as
admissible evidence. In particular, in case
No. 677/2040/16-k, the court rejected the
cassation appeal of the defense counsel
concerning non-recognition of copies of
video recordings as admissible evidence
and emphasized:

“According to Art. 7 of the Law of Ukraine
No. 851-IV ‘On Electronic Documents and
Electronic Documents Circulation’ dated May
22, 2003, each of the electronic copies shall be
considered the original electronic document
in a case of storing information on several
electronic media.

A physical medium is only a way of storing
information, which is important only when an
electronic document is physical evidence. The
main feature of an electronic document is the
absence of a strict linkage to a specific material
medium. The same electronic document (video
recording) can exist on different media. All
copies of an electronic document that are
identical in their content can be viewed as

originals and differ from each other only by
the time and date of creation” *2.

The same decision includes the
Resolution of the Cassation Criminal Court
of Ukrainian Supreme Court in case No.
236/4268/18 dated 25.01.2021 * and the
Order of the Supreme Court of Ukraine in
case No. 756/8124/19 dated 19.08.2021 #, in
which the court rejected appeals of defense
counsels on inadmissibility of digital
information copies as evidence.

According to the results of practice
generalization of cassation court on the
issues of conducting and evaluating results
of CISOsin criminal proceedings, ithasbeen
established that the reasons why digital
audio and video recordings made during
their conduct are not generally recognized
as admissible evidence are as follows:
providing copies of digital information to
the court instead of the originals; conduct
of CISOs by employees of operational
subdivision without authorization from the
investigator, the prosecutor and without
the investigating judge’s decision; non-
issuance of the mandate to conduct CISOs
to the defense counsel in conformity with
Art. 290 of the Criminal Procedural Code;
lack of procedural implementation of the
investigator’s or prosecutor’s decision to
involve “another person” in carrying out
CISOs, non-fulfilment of requirements

41 E.g.: Bupok /I3ep:XKMHCBKOTO pancyzy M. XapkoBa Bij 21.06.2019 p. Crmpasa Ne 638/5928/18.

ITpoBamxenHa Ne  1-km/638/585/19.

URL:

https://zakononline.com.ua/court-decisions/

show/82552131 (date accessed: 12.02.2023) ; Bupok Bumi. anTuKOpynI. cyay Big 17.02.2022 p.
Crpasa Ne 991/4996/20. IIpoBamxenHs Ne 1-k11/991/53/20. URL: http://iplex.com.ua/doc.php?re
gnum=103409303&red=1000033ab78a5efaf99e232b33e4b495c626d6&d=5#:~:text=%D0%B7%DO0
%B0%20%D1%87.,%D0%B2%D0%B8%D0%BA%D0%BE%D (date accessed: 22.02.2022).

42 TlocranoBa KKC BCYV Big 22.10.2020 p. CrrpaBa Ne 677/2040/16-k. IIpoBamxeHHS Ne 51-5738kM19.
URL: http://iplex.com.ua/doc.php?regnum=92458395&red=1000035e35a331e82f61d9818795df8e

cd0762&d=5 (date accessed: 22.12.2022).

43 Tlocranosa KKC BCY iz 25.01.2021 p. CripaBa Ne 236/4268/18. IIpoBamxeHH Ne 51-3124xM20.
URL: http://iplex.com.ua/doc.php?regnum=94905297&red=10000347f1960a9ea9dcf00ale2414ca

33651f&d=5 (date accessed: 22.12.2022).

44 yxBama KKC BCY Bizg 19.08.2021 p. CripaBa Ne 756/8124/19. IIpoBamkxeHHs Ne 51-601ck21. URL:
http://iplex.com.ua/doc.php?regnum=94874011&red=1000037c6dddd0bd0c253b026e82724€953e

47&d=5 (date accessed: 22.12.2022).
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outlined in Section 4, Article 271 of the
Civil Procedural Code concerning the
immediate drafting of a protocol based on
the results of crime control in the presence
of a person who was subject to CISOs,
immediately after openly recording the
final stage of crime control and his/her
subsequent actual detention *.

The use of digital evidence is less
“regulated” in US law. Even at the end of
the 20th century digital evidence in the
USA was treated as a category of evidence
due to peculiarities of its creation, storage,
detection, research and evaluation of its
admissibility and veracity. In 1995, law
enforcement agencies of the USA, Canada,
and some European countries jointly
created the International Organization
on Computer Evidence (IOCE) *, and in
1998, the Scientific Working Group on
Digital Evidence (SWGDE) # that brings
together law enforcement, academic,
and commercial organizations actively
engaged in the field of digital forensics to
develop cross-disciplinary guidelines and
standards for the recovery, preservation,
and examination of digital evidence.
The SWGDE group has developed basic
standards and principles for working
with digital evidence ensuring relevance

and admissibility of this evidence in
court proceedings. Particular attention
was drawn to procedural recording of all
operations with such evidence, ensuring
access to it by all participants in procedure,
allowing only qualified IT specialists
to examine digital evidence in order to
maintain its integrity “.

The Federal Rules of Evidence of the
USA (FRE USA) “, which were adopted
in 1975 and which regulate the work
with evidence in civil and criminal
proceedings in US federal courts, had been
repeatedly amended and supplemented
to address digital evidence, given the
standards developed by researchers and
methodological approaches to collection,
preservation and analysis of digital
evidence ** as well as recent court decisions
involving digital evidence. Specifically,
Clauses 13 and 14 have been added to
Rule 902 *' in FRE USA. These clauses
outline the procedure for determining the
authenticity of certain digital evidence
(excluding witness statements) and
providing the parties involved in a case
with the opportunity to verify (challenge)
the veracity of certified records generated
using electronic systems and data, as
well as copied from electronic devices or

45 VY3araJpHeHHS IIPAKTHUKY CyAy KacallilfHOI iIHCTAaHIIi{ 3 TUTaHb IPOBEeIeHHS Ta OLIiHIOBAaHHS pe-
syipTaTiB HCP/l y KpuMiHaJIBHOMY IIPOBa/KeHHI (0H08/1eH0). TpeHIHIOBUH IIeHTP IPOKypPOpiB
Vkpainu. 2021. C. 51. URL: https://ptcu.gp.gov.ua/wp-content/uploads/2021/11/uzagalnennya_
praktyky_sudu_po_nsrd_z_qrkodamy_1.pdf (date accessed: 12.02.2023).

46 International Organization on Computer Evidence (IOCE) / UIA. Global Civil Society Database.
URL: https://uia.org/s/or/en/1100029648 (date accessed: 02.02.2023).

47 Scientific Working Group on Digital Evidence (SWGDE). URL: https:/www.swgde.org/ (date

accessed: 12.02.2023).

48 Kessler G. C. Judges’ Awareness, Understanding, and Application of Digital Evidence. Journal
of Digital Forensics, Security and Law. 2011. Vol. 6. No. 1. Art. 4. Pp. 54—72. DOI: 10.15394/

jdfsl.2011.1088 (date accessed: 12.02.2023).
49 Federal Rules of Evidence ...
05.02.2023).
50 Ilporokon Bepkii

. URL: https://www.law.cornell.edu/rules/fre (date accessed:

URL: https://www.law.berkeley.edu/wp-content/uploads/2022/03/

Berkeley-Protocol-Ukrainian.pdf (date accessed: 11.02.2023).

51 Federal Rules of Evidence ...
05.02.2023).

. URL: https://www.law.cornell.edu/rules/fre (date accessed:
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mediums. Clarifications to these clauses
further explain that when it comes to
challenging the veracity of digital evidence,
technical information obtained by involving
a forensic expert or a specialist from the IT
industry may be necessary. Additionally,
Rule 702 allows for the engagement of
forensic experts who possess not only
knowledge and skills in technology and
science, but also who are experienced in
specific fields (doctors, bankers, architects,
physicists, etc.) 2. At the same time,
expert testimony and conclusions must be
veracious (meet the Daubert standard *%) and
admissible under the principles of Rule
104(a) ** of FRE USA.

US courts ascertain authenticity
(accuracy, veracity) of digital evidence
in compliance with Rule 901 % of FRE
USA. In particular, the court checks
the information to ascertain whether
the digital evidence “was obtained from
a specific computer or other electronic device”
or “whether a complete and exact copy of it
was recorded and has remained unchanged
since the moment of recording.” * Veracity of
a large array of data in digital format often

52 Federal Rules of Evidence ...
05.02.2023).

necessitates the examination of a complete
copy of the data from the electronic device,
which is created by a forensic expert or
specialist specifically engaged for this
purpose. Such a copy preserves the logical
structure of information storage, including
even deleted files. This enables to carry
out additional examination as well as re-
examination later .

Authenticity of a separate file, its part
or a group of files is checked using their
hash code (a unique code for each such
object). The same hash code values for the
original file (especially from an exact disk
copy) and the file being checked testify to
their identity *. To compare files by hash
code, a forensic expert or an IT specialist
is involved, and veracity of the expert’s
testimony or conclusions is checked
according to the Daubert standard (Rule
702).

The court can ascertain the authenticity
of digital evidence by relying on witnesses’
statements, even in the lack of relevant data
in case files or protocols %. Such witnesses,
in particular, can be law enforcement
agencies who seized electronic devices or

. URL: https://www.law.cornell.edu/rules/fre (date accessed:

53

Daubert standard was developed on the basis of three legal cases — Daubert v. Merrell Dow
Pharmaceuticals, Inc., 509 U. S. 579 (1993). URL: https://supreme.justia.com/cases/federal/
us/509/579/ (date accessed: 07.01.2023); General Electric Co. v. Joiner, 522 U. S. 136 (1997). URL:
https://supreme.justia.com/cases/federal/us/522/136/ (date accessed: 07.01.2023) and Kumho
Tire Co. v. Carmichael, 526 U. S. 137 (1999). URL: https://supreme.justia.com/cases/federal/
us/526/137/ (date accessed: 07.01.2023) is intended to establish veracity of the expert’s testimony
and conclusions.

54 Federal Rules of Evidence ... . URL: https://www.law.cornell.edu/rules/fre (date accessed:
05.02.2023).

55 Ibid.

56 United States v. Budziak, 697 F.3d 1105 (2012) / Caselaw Access Project. URL: https://cite.case.

57

58

59

law/f3d/697/1105/ (date accessed: 07.01.2023).

United States v. Burdulis, 753 F.3d 255 (1st Cir. 2014). URL: https://casetext.com/case/united-
states-v-burdulis (date accessed: 05.01.2023).

United States v. R. Burke. 633 F.3d 984 (10th Cir. 2011). URL: https://casetext.com/case/united-
states-v-r-burke (date accessed: 03.01.2023).

United States v. Bush. 727 F.3d 1308 (11th Cir. 2013). URL: https://casetext.com/case/united-
states-v-bush-30 (date accessed: 02.01.2023).
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recorded (copied) information in digital
format .

Researchers from the US National
Institute of Justiceunderlinetheimportance
of detailed recording of authentication
processes (authenticity determination) and
all other actions taken with digital evidence
(seizure with a detailed description of an
electronic device, indicating its owner and
persons who had access to it, methods and
means of information seizure, copying on
an external medium, research with outline
of methods and means involved, etc.).
This enables to prove the fact of storing
information in its original format ¢. The
prosecution has an obligation to timely
disclose digital evidence to the defense
counsel otherwise the court may return
materials for further investigation.

In order to prevent mistakes when
working with digital evidence, US police
academies have expanded the digital
evidence curriculum based on guidelines
for working with this kind of evidence .
Authors of Guidelines stress that digital
evidence is useless without determining
its veracity and detailing the “chain
of custody” over the evidence, so they
developed an algorithm for recording
actions taken with digital evidence and

listed issues that should be noted in
protocols .

Authors of the guidelines place
particular emphasis on the following
issues:

« the need to enhance advanced
training for investigators and
prosecutors on technical aspects of
digital evidence;

+ advice on verifying e-mails
authenticity;

«  procedural significance of
information  printouts from

a computer, explanation of
the concepts of original, copy
and duplicate related to digital
information; %

«  procedure for determining
authenticity of digital photographs,
etc.

Until 2014, US law enforcement

agencies  would seize  individuals’

phones during their arrest and examine
information stored on them. However,
the US SC ruled that searching and seizing
digital information from a phone without
a warrant contradicts the US Constitution
and violates citizens’ rights %. In addition,
the situation with obtaining information
from mobile phones was complicated by the

60 Goodison S. E., Davis R. C., Jackson B. A. Digital Evidence and the U. S. Criminal Justice System:

61
62

63
64
65
66
67
68

Identifying Technology and Other Needs to More Effectively Acquire and Utilize Digital Evidence.
RAND Corporation, 2015. P. 11. URL: https://www.ojp.gov/pdffilesl/nij/grants/248770.pdf (date
accessed: 25.12.2022).

Ibid. P. 13.

Hagy D. W. Digital Evidence in the Courtroom: A Guide for Law Enforcement and Prosecutors.
U. S. Department of Justice. Office of Justice Programs. National Institute of Justice. Washington,
Jan 2007. 81 p. URL: https://www.ojp.gov/ncjrs/virtual-library/abstracts/digital-evidence-
courtroom-guide-law-enforcement-and-prosecutors (date accessed: 23.12.2022).

Ibid. Pp. 15—17.

Ibid. P. 23.

Ibid. P. 31.

Ibid. P. 33.

Ibid. P. 50.

Riley v. California, 573 U. S. 373 (2014). URL: https://supreme.justia.com/cases/federal/
us/573/373/ (date accessed: 23.12.2022).

139



Theory and Practice of Forensic Science and Criminalistics. 2023. Issue 1 (30)

ISSN 1993-0917 e-ISSN 2708-5171

https://khrife-journal.org/index.php/journal

refusal of representatives from Apple and
Google to grant access to user information
even at the official requests from law
enforcement agencies. This encourages
litigants to focus on digital traces left by
mobile devices on the Internet. The task
of subjects of proof is to carefully record
such digital evidence, analyze its integrity,
authenticity and reliability, as well as assess
admissibility and veracity.

Researchers from the US National
Institute of Justice, by interviewing
employees of law enforcement agencies,
found that respondents face multiple
problems when working with digital
evidence. Specifically, they lack expertise
in mastering technical characteristics of
digital information and understanding
the rules for its seizure and storage.
Investigators require sets of scientific and
technical tools to effectively work with
digital evidence, such as Faraday bags,
which are used to isolate electronic devices.
With the rapid development of technologies
of digital devices and methods of extracting
digital information from them, significant
difficulties arise when evaluating digital
evidence by the criterion of veracity (its
compliance with the Daubert standard) ®.
Researchers argue that prosecutors (due
to insufficient knowledge of the digital
evidence technical characteristics) try
to seize more information than needed
and overload forensic experts with
unnecessary work, and some judges lack
expertise in methods of processing and
seizing digital evidence. Police officers and
detectives often lack knowledge on how to
properly record and store digital evidence;
whereas, forensic experts require up-to-
date research methodologies. We propose

to solve these problems by developing
guidelines for working with digital evidence
(separately for each department) and
improving qualifications of all employees
of law enforcement agencies who handle
digital evidence in their work .

Consequently, when working with
digital evidence, investigators, judges,
prosecutors, security officers and forensic
experts in the United States face similar
challenges when working with digital
evidence as their counterparts at all levels
of Ukrainian criminal justice. At the same
time, in contrast to the Criminal Procedural
Code, FRE USA contains an extensive
system of amendments that relate to the
procedure for seizure of digital evidence,
its recording, storage, authentication
(authenticity verification), evaluation of
admissibility and veracity, etc. Veracity of
digital evidence, scientific testimonies of
specialists and expert opinions about it
in the USA is determined according to the
Daubert standard. When handling digital
evidence, US criminal justice officials at all
levels are guided by the Berkeley Protocol
and Guidelines for the Use of Digital
Evidence.

The Criminal Procedural Code does
not contain a specific definition for the
digital evidence term, nor does it offer
a comprehensive procedure outlining
the steps for its seizure, examination,
documentation, and storage. This may
lead to errors when working with digital
information and to not recognizing it as
admissible and veracious evidence in court.

The above demonstrates that the
US judiciary has more opportunities for
efficient application of digital evidence in
contrast to the Ukrainian judiciary.

69 Goodison S. E., Davis R. C., Jackson B. A. Op. cit. P. 16. URL: https://www.ojp.gov/pdffiles1/nij/

grants/248770.pdf (date accessed: 21.12.2022).

70 Ibid. P. 25.
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Conclusions

Currently, analog devices have been
completely replaced by digital ones (that is,
continuous information has been replaced
by discrete). Therefore, the digital evidence
term is more accurate and better reflects
the essence of information in digital
format (in the form of a binary code);
whereas, devices, tools and machines that
create, transmit, process and store digital
information should be called electronic.
Digital evidence should be considered factual
data that is presented in the form of binary
code and contain information that is essential
for objective case resolution.

Investigators, judges, prosecutors,
employees of crime detection and
investigation authorities and forensic
experts of Ukraine and the USA encounter
certain challenges when handling digital
evidence due to the rapid development and
change in digital device technologies and,
as a consequence, changes in technologies
for detecting, seizing, recording and
researching digital information.

Courts of  Ukrainian  criminal
jurisdiction oftentimes take conflicting
decisions as to recognition of digital
information as admissible evidence
under the same conditions. Reasons for
not recognizing digital information as
admissible evidence by the court: providing
the court with a copy of digital information
instead of the original; conducting CISOs
and obtaining digital information without
amandate from the investigator, prosecutor
and without the investigating judge’s
decision; failure to disclose to the defense
counsel of the mandate to conduct CISOs;
lack of procedural implementation of the
investigator’s or prosecutor’s decision to
involve “another person” in CISOs, etc.

The US judiciary has more options for
efficient application of digital evidence
than the Ukrainian judiciary. Legal

regulations and methodological literature
on digital evidence use (used in the US
judiciary), are a worthy reference point
for reforming Ukrainian legislation and
developing methodological guidelines on
outlined issues.

As it depends on competence and
accurate decision of employees within
law enforcement agencies (investigators,
judges, prosecutors, operative officers)
whether a particular piece of digital
evidence will play a crucial role in solving
a specific case, these employees should
knowthebasictechnological characteristics
of digital devices and digital information.
Therefore, appropriate methodological and
reference literature should be developed
and added to professional development
programs separately for each category of
such employees.

It is advisable to supplement the
Criminal Procedural Code with the
following novel provisions: adding the
definition for the digital evidence concept
and its procedural media; differentiating
the concepts of electronic evidence and
digital evidence; adding a detailed procedure
for the seizure of digital information,
its examination, recording and storage
(with a list of mandatory information
on digital evidence which should be
procedurally established); the procedure
for assessing admissibility and veracity of
digital evidence and the expert conclusion
according to certain criteria.

IIpoG/ieMH BUKOPUCTAaHHA IU(MPOBHX
JOKa3iB Y KPMMiHAJIbHOMY CyAOYHUHCTBI
Ykpainu Ta CIITA

Taauna Aedeesa,
Eavocoema )Kueyyvka-Kosznoecoka

Posznanymo akmyanvhi npobaemu uko-
pucmanua yugposux dokasie y Kpuminans-
Homy cydouuncmsi Yipainu ma CIIIA i Ha-
dano npono3uyii wodo ix pose’ssanus, ona
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1020 3aCMOCOBAHO Memodl MeopemuuHo20
amanizy i cunmesy, QopmanvHo-10pududHo-
20 anani3y, NOpi8HAALHO-NPA8osUll memod,
cneyianvii memoodu ni3HauHs. Poamescosano
NOHAMMSL «eAeKMPOHHUIL 00KaA3» 1 «Uuppo-
suil doxas». AHani3 64 piuleHb YKpaiHCoKUX
cydie kpuminaavhol topucdukuyii ma 31 pi-
wenHs Aneasuitinoeo il Bepxosnozo Cydy
CIIA nokasas, wWo 6U3HAHHA O0ONYCTMUMU-
mu ma docmosgipHumu dokazamu iHgop-
mayii y yugposiii Gopmi cnpuuuHiae nesmi
mpydnowi. Joceid cydouuncmea CIIIA moice
cmamu 8 npueodi pepopMy8aHHIO 3AKOHO-
dagcmea Ykpainu il po3pobaennio memoouy-
HUX peKoMeHOayill i3 8UKOpUCMAHHA UUug-
posux dokaszis. 3anponoHosano donosHumMu
Kpuminanvuuii  npoyecyanvhuil  Kodexc
Vkpainu Hopmamu, axi 6 micmuau 6usHa-
YeHHs NOHAMMS «yugdposi dokasu» i ix npo-
YeCYanbHUX HOCI18; PO3MEXNCY8AHHS NOHIAMb
«enekmponHuil okas» 1 «yugposuil Jokas»;
Joknadnuil nopadox euayueHHS UUPPOBoL
iHpopmayii, ii 02as0y, ¢ikcysanus i 36epi-
eanms (i3 3a3Ha4veHHAM nepeniky 0608’13Ko-
6ot iHgpopmayii wodo yugposux dokasis, Ky
mae Gymu npouyecyasvHo 3akpinaeHo); a-
eopumm oyiHioeanHs docmogipHocmi yug-
p08020 doxa3y il 8UCHOBKY eKcnepma 3a nes-
HUMU Kpumepiamu. 3’AC08aHO, w0 ueudka
3MIHA MexXHO0A0211L 13 BUABNEHHS, BULYUEHHS,
¢ixcysanns il docaidxicenns yugpposoi ingop-
MAayii cnpuduHse negHi mpyoHowi 044 caio-
uux, cyoodie, Mpokypopie i CNiepoOIMHUKIE
0nepamugHo-poO3ULYKOBUX OpeaHi8 YKpaiHu.
Ioninwumu  egpexmugHicms BUKOPUCTIAH-
HA yugposux 0okasig y cyOOUUHCMBL peKo-
MeHO08AHO ULAAXOM PpO3pobAeHHs Hacma-
Ho8 wodo pobomu i3 HUMU ma 8i0no8idH020
nidsuweHHs keanigikayii cniepobIimHuUKie
npaso3acmoco8HUX Op2anis.

Kawwuoei caosa: yugposi dokasu; enex-
MpoHHi J0Ka3u; eAeKMPOHHI NPUCTPOL;
donycmumicme dokasis; Oxcepena 0oxasie;
yugposa ingopmayis; KpuminaabHe nposa-
OscenHs; ikcauis dokasis.
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